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1 VI DEOGRAPHER: This is the
2 begi nni ng of nedia nunber 1 in the
3 deposition of Mark T. Lanternman, in the
4 matter of Buil di ngreports.com | ncorporated,
5 versus Honeywel | International,
6 | ncor porated, Case Nunber 1:17-cv-03140-SCJ.
7 Today's date is June 6, 2019. The tine on
8 the video nonitor is 9:14 a.m
9 My nane is AdamWallin. |'mthe
10 vi deographer. The Court Reporter is Kelly
11 Hensath. W are here with Huseby d obal
12 Litigation.
13 W Il counsel please identify
14  thenselves for the record.
15 MR. HILL: For the Plaintiff, Steve
16 Hill.
17 MR. CHESTER:. Marty Chester,
18 Faegre, Baker, Daniels for the wtness and
19 for the Defendant.
20 THE VI DEOGRAPHER: W I | the Court
21 Reporter please swear in the w tness.
22
23 MARK LANTERNVAN,
24 the witness in the above-entitled
25 matter, after having been first duly
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1 sworn, deposes and says as fol |l ows:
2
3 EXAM NATI ON
4 BY MR HILL:
5 Q Good norni ng.
6 A. Good norni ng.
7 Q WIIl you state your full nane for the
8 record, please.
9 A.  Mark Lanter man.
10 Q And where do you reside? Just the city is
11 fine.
12 A Sure. Medina, ME-D-I-NA M nnesot a.
13 Q Is that suburban M nneapolis/St. Paul area?
14 A It's a western suburb of M nneapolis.
15 Q GCkay. And where are you enpl oyed?
16 A Conputer Forensic Services.
17 Q And is that also in the M nneapolis/St. Pau
18 area?
19 A Yes. |It's located in Mnnetonka, which is a
20 west ern suburb.
21 Q How |l ong have you worked for Conputer
22 Forensic Services?
23 A Full-time since 2003.
24 Q Ckay. Are you one of the founders?
25 A.  Yes.
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1 Q GCkay. And do you have an ownership interest
2 I n the conpany?
3 A.  Yes.
4 Q Ckay. Wiat is your ownership interest in
5 t he conpany?
6 A. 85 percent.
7 Q GCkay. How many enpl oyees does the conpany
8 have today, including principals?
9 A | think it's 13.
10 Q GCkay. And how many offices?
11 A Five.
12 Q Ckay. Before 2003, when you started the
13 conpany, what were you doi ng?
14 A | was a nenber of the U S. Secret Service
15 El ectronic Crinmes Task Force, so | was a
16 sworn | aw enforcenent officer.
17 Q GCkay. How long were you -- were you a sworn
18 Secret Service officer?
19 A | was a nenber of the task force. | worked
20 wWth Secret Service from-- | believe it was
21 1998 until 2003.
22 Q Ckay. Wat did you do before that?
23 A | was a police detective with the City of
24 Hopki ns here in M nnesota, and that is a
25 west ern suburb.
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1 Q Ckay. \What years?
2 A From-- let's see. | want to say '95 until
3 2003. So there's overlapping. | can
4 explain if you'd |ike.
5 Q Yeah, go ahead.
6 A So | was a police detective with the Gty of
7 Hopki ns, but the Secret Service requested
8 that | be assigned to their office, so the
9 Secret Service, | was sworn in, but the
10 Secret Service reinbursed the Gty of
11 Hopkins for ny salary. So ny paychecks cane
12 fromthe Gty of Hopkins, but | actually
13 wor ked for the Secret Service. So | don't
14 know if you'd call it dual enploynent.
15 Q Twin tracks?
16 A Twin tracks, yeah.
17 So I know it's unusual, but that's
18 how it worked.
19 Q Ckay. So you started your career as a
20 police officer with -- was it, Hopkins?
21 A.  Yeah, no. Before that | was a police
22 officer in Philadel phia, for a suburban
23 Phi | adel phi a police departnent.
24 Q Years?
25 A 1992 until 1995, when | noved here.
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1 Q And before you were a police officer in

2 Phi | adel phia, what did you do?

3 A. | made conputers. | was sel f-enployed.

4 Q Ckay. How long were you self-enployed for?

5 A Two or three years, | think.

6 Q GCkay. D d you have full-tinme enpl oyed

7 before that period of tinme?

8 A.  No.

9 Q Ckay. So does that take us back to '89 or
10 '90? |Is that approxi mately when you began
11 sel f - enpl oynent ?

12 A Yes. | think it was '89.

13 Q GCkay. And you said you worked on

14 conputers --

15 A Yes.

16 Q =--inthe tinme?

17 A Yes.

18 Q Tell me what you did, in general, during the
19 time that you were self-enpl oyed.

20 A.  Yeah. So basically in the town where |

21 lived, if |local businesses needed IT

22 assi stance, | assisted them

23 Q Ckay. What kind of IT assistance would you
24 provide in that tinme frane?

25 A Installing operating systens, installing
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1 applications. | don't like the term help

2 desk, but think of it as |ike a CGeek

3 Squad-type servi ces.

4 Q Right. So were you kind of like the IT

5 prof essional for hire? Small and m d-size

6 conpani es don't necessarily want to pay a

7 full-time person in that role, but they can
8 bring you in periodically and you woul d hel p
9 t henf

10 A. You're exactly right.

11 It's like if the nei ghborhood

12 denti st needed hel p, because people were not
13 as famliar with conputers then as they are
14 now, so if the local bakery or the | ocal

15 restaurant, or things like that, |I would

16 assi st and charge by the hour.

17 Q GCkay. In that tinme period of approximtely
18 1989 to 1992, were you doing any consulting
19 relating to litigation?
20 A No.
21 Q Ckay. Wen did you start -- when did you
22 first start doing any services that
23 pertained to litigation, either as a
24 consultant or expert for the parties or
25 assisting the court itself?
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1 A Sure. So in 1989 | incorporated, while |
2 was still enployed in | aw enforcenent, and
3 nmy agreenent with the --
4 Q You said 1989, and |I just want to make sure
5 that that's really the year that you nean,
6 because --
7 A. No, that's not correct. | think it was
8 1998. Sorry. | flipped them
9 Q It happens to everybody sooner or |ater.
10 A It happens to ne. |'magetting old.
11 Q You're preaching to the choir.
12 A In 1998 | incorporated, and | was thinking
13 about going private sector, so shortly after
14 I ncorporating in 1998 what | would do is |
15 was getting speaking invitations, so the
16 Secret Service wuld have ne go and present
17 to conferences with the governnent,
18 ' mhere-to-help kind of tal ks, and |
19 started getting phone calls from bank
20 security nmanagers stating, W have an
21 I nternal investigation, can we hire you
22 privately? And usually that wasn't all owed,
23 but eventually ny supervisors allowed it as
24 |l ong as they did a conflict check or an
25 ethics review.
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1 So it would have been probably in
2 1999 or 2000 when | started consulting with
3 corporations and |law firns.
4 Q Ckay. So about 20 years ago?
5 A Yeah. Tine flies.
6 Q And when is the first tine that you can
7 recall serving as an expert witness in a
8 contested matter in court?
9 A | think that would have been -- | don't
10 remenber the year, but | renenber the | aw
11 firmand | renenber the defendant, but |
12 don't renenber when that was, but that was
13 my first litigation that | recall.
14 Q GOkay. Tell nme what you recall, and al so
15 tell me whether it was before or after you
16 created Conputer Forensic Services.
17 A Well, it would have been after |
18 I ncor por at ed.
19 It was a case -- | was retained by
20 the Nichols Kaster firmhere in M nneapolis,
21 and it was a class action suit, and it was
22 agai nst an organi zation called Conseco
23 Finance. So | believe that was ny first
24 litigation.
25 Q \VWhat was the case about?
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1 A. It was an allegation of unpaid overtine.
2 So it was a class action suit
3 brought agai nst Conseco. | think it's
4 call ed an ARI SA
5 Q Ckay. What was your role? Wiy did they
6 need you as an expert in a case involving
7 enpl oynent benefits?
8 MR. CHESTER: (nbject to the form
9 A | was needed to collect e-mail
10 communi cations fromw thin Conseco, and then
11 | did the e-mail searching, and then |
12 produced t he responsive docunents.
13 BY MR HILL:
14 Q And were you -- you were actually retained
15 by the counsel for the plaintiff class in
16 that case; is that correct?
17 A.  Yes.
18 Q GCkay. Do you recall what you charged as an
19 hourly rate when you got into this |line of
20 wor k?
21 A, Yes.
22 Q VWhat was it?
23 A 275 an hour. $275 an hour.
24 Q Across-the-board, regardl ess of the type of
25 work or when it was perforned?
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1 A Yes.

2 Q D d you prepare an expert report in that

3 case?

4 A | don't recall.

5 Q Was that case pending in Federal Court or

6 State Court, if you know?

7 A. | would think, because of the diversity of

8 the plaintiffs, | believe it was Federal

9 Court, and it |ikely would have been venued
10 here in M nnesota. |'mjust not sure. It
11 was so | ong ago.

12 Q Right. Can you estinmate how many expert

13 reports you have authored during the | ast

14 20 years when you' ve been doing this kind of
15 wor k?

16 A | wuld estimate -- witten reports?

17 Q Yes.

18 A Maybe 2, 000.

19 Q And do you have an understandi ng of what the
20 requi renments of an expert report include?

21 MR. CHESTER: (nbject to the form
22 A Yes.

23 BY MR HILL:

24 Q Tell me what your understanding is of what
25 Is required of an expert in creating an
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1 expert report.

2 MR. CHESTER: (Object to the form

3 A In what jurisdiction? State or Federal?

4 BY MR HILL:

5 Q Federal.

6 A. | need to state qualifications, rate of

7 conpensation, and | believe | have to

8 identify articles for the past ten years

9 relevant to the topic, and a list of

10 | n-person testinony, so not including

11 affidavits, but testinony involving

12 deposition and court testinony for the past
13 four years.

14 Q Okay. |Is the report, to the best of your

15 know edge, supposed to include any opinions
16 that you intend to testify about at trial?
17 MR. CHESTER. (bject to the form
18 calls for a legal conclusion.

19 A.  Yes.

20 BY MR HILL:

21 Q Okay. |Is it supposed to include the reasons
22 you have for hol ding the opinions that you
23 intend to testify about at trial?

24 MR. CHESTER. (bject to the form
25 A.  Yes.
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1 BY MR HILL:

2 Q And was that your understanding as to both

3 opi ni ons and reasons for opinions that you

4 had at the tinme that you wote the report

5 that you wote in this case?

6 A.  Yes.

7 Q And did you do that in this case?

8 A.  Yes.

9 Q So your report contains the opinions that

10 you hold relating to this case that you're
11 prepared to testify to at trial and the

12 reasons therefore, correct?

13 A.  Yes.

14 Q Okay. And other than counsel for Honeywel |,
15 who | presune you' ve spoken with about the
16 case, is there anyone el se that you spoke to
17 about any aspect of this case prior to the
18 time that you signed your nanme to the expert
19 report that you authored in this case?

20 A.  Yes.

21 Q Ckay. W did you speak to?

22 A. | spoke to our conpany's director, because
23 we needed an engagenent agreenent put in

24 place, and | had himal so proofread ny

25 report for grammatical errors.
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1 Q And who is that?
2 AL H's nane is Kyle, K-Y-L-E, Loven, L-O V-E-N
3 Q And did you speak to anyone el se about the
4 case other than M. Loven and Honeywel|l's
5 att or neys?
6 A | told nenbers of ny office that I would be
7 here today for a deposition about this case.
8 Q D d you speak to any potential w tnesses in
9 this case?
10 A Oh, yes, | did.
11 Q Ckay.
12 A Thank you.
13 Q VWhat potential wtnesses did you speak to?
14 A | spoke to M. Gant Pederson, and | spoke
15 to two individuals from Li node.
16 Q Do you know their nanmes?
17 A It'sinny report. | don't recall the nanes
18 of the individuals from Linode, but it is ny
19 report.
20 Q Any other potential w tnesses that you spoke
21 to?
22 A. Not that | recall.
23 Q Do you recall the nunber of tines that you
24 spoke with the Linode representatives?
25 A.  Once.
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1 Q GCkay. And how long was that call?
2 A | believe it was 45 mnutes to an hour.
3 Q GCkay. D d you take notes of the
4 conversation?
) Yes.
6 Ckay. And where are those notes kept?
7 Ri ght now?
8 Correct.
9

They're with ny | awer.
Ckay. |Is M. Chester your |awer?

=
o
o >» O >» O » O » O P

11 No.

12 Who is your | awer?

13 Chris Madel. MA-D-E-L.

14 kay. Are they in hard copy or are they in
15 el ectronic fornf

16 A Bot h.

17 Q GCkay. So M. Madel has your notes of that
18 conversation?

19 A Yes.

20 Q GCkay. And why did you want to speak with

21 t he Li node representatives?

22 A | had questions about the configurations and
23 about the services offered by Linode to

24 Bui | di ng Reports.

25 Q GCkay. How many tines did you speak with
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1 M . Pederson?
2 A.  Once.
3 Q GCkay. And how long was that call?
4 A That was a shorter call. | believe it was
5 maybe hal f an hour.
6 Q GCkay. And did you take notes of that call?
7 A, Yes.
8 Q And where are those notes kept?
9 A Wth M. Madel. MW -- just to cover it. M
10 case file is with ny attorney, M. Madel.
11 Q Ckay. Now, does M. Madel work for Conputer
12 Forensi c Services?
13 A He's our attorney. He's not an enpl oyee.
14 Q Ckay. That's kind of what |I'm asking. Does
15 he have a private practice?
16 A Yes, yes. He's with the Madel, PA firm
17 | ocat ed downt own here.
18 Q Ckay. When you work on litigation matters,
19 is it your normal practice to keep your
20 files wth your attorney?
21 A Yes and no.
22 Q Ckay.
23 A If | anticipate a deposition or a Subpoena,
24 | give M. Madel ny file so that we have an
25 opportunity to review the Subpoena before
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10 t he Pederson conversation to M. Madel ?

11 A Yesterday. M entire case file yesterday.
12 Q Ckay. Was there sonething specific -- |

13 don't want to know about conmuni cations

14 you've had with Honeywel| attorneys at this
15 point. If | want to knowthat, |'ll ask

16 very specifically for that, okay, but

17 setting that aside, is there anything, other
18 t han potential conmunications with Honeywel |
19 counsel, that pronpted you to hand over your
20 case file to M. Mdel yesterday?

21 MR. CHESTER: (nbject to the form
22 A Yes.

23 BY MR HILL:

24 Q Ckay. \What pronpted you, other than

25 possi bl e communi cations with ot hers?

produci ng our docunents.

| want M. Madel's opinion on the
production and the -- | want to nake sure
that |'m bei ng properly subpoenaed.
kay. Wien did you hand over these -- the
notes of the Linode conversation to
M. Madel ?
Yest er day.

Ckay. Wen did you hand over the notes from
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1 A Two things: First, it is our practice to do
2 it, so | would have done it anyway, but |

3 was told that a process server was

4 attenpting to serve ne a Subpoena, and that
5 he was getting pretty aggressive with ny

6 enpl oyees, | was not in the office, and |

7 didn't like that, so | wanted to involve

8 M. Mdel, and | sent himny file yesterday.
9 Q Ckay.

10 A. And that's no reflection on you, |

11 under st and t hat.

12 Q Ckay. Thank you.

13 Was that the first tine that you

14 had been advi sed that there was soneone

15 attenpting to serve a Subpoena on you?

16 MR. CHESTER: In this case?

17 MR. HILL: In this case. Thank

18 you. Good point.

19 A Yes and no.
20 That was the first tinme that | was
21 advi sed that soneone was attenpting to serve
22 me the Subpoena, but M. Konke had told
23 me --
24 MR. CHESTER: Don't disclose
25 communi cations with M. Konke or
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1 communi cations wth counsel from Honeywell.
2 BY MR HILL:
3 Q GCkay. Al right. | think I get the
4 pi cture.
5 O her than the Linode
6 representatives and M. Pederson, are there
7 any other w tnesses that you've spoken to
8 relating to this case?
9 A | don't believe so.
10 Q GCkay. And why did you want to speak with
11 M. Pederson?
12 A There were a fewthings. | wanted to get a
13 better understanding of his application. |
14 wanted to ask himdirectly what he did. |
15 wanted to ask hi m about sonme of the text
16 nmessages that | had read. | wanted to get a
17 better understandi ng of how his application
18 wor ked and what he thought it woul d do.
19 | just wanted to hear it fromhim
20 I nstead of just reading it fromhis
21 deposition transcript.
22 Q GCkay. Now, when were you retained by
23 Honeywel | in connection with this case --
24 | et me go back once.
25 Were you retai ned by Honeywell in
www.huseby.com Huseby, Inc. Regional Centers 800-333-2082

Charlotte ~ Atlanta ~ Washington, DC ~ New York ~ Houston ~ San Francisco


http://www.huseby.com

Case 1:17-cv-03140-SDG Document 150 Filed 07/12/19 Page 22 of 277

BUILDINGREPORTS.COM, INC. vsHONEYWELL INTERNATIONAL, INC.
Mark T. Lanterman on 06/06/2019 Page 22

this case or were you retained by
Honeywel | 's counsel in this case?

A. | was retained by Honeywell's counsel in
this case.

kay. And when did that happen?

A. Last year sonetine.

Q And | believe you referenced earlier that
there's an engagenent agreenent?

A Yes.

© o N o o A~ W N B
O

10 Q GCkay. Andis that inthe file materials

11 t hat you handed over to M. Madel ?

12 A.  Yes.

13 Q Do you prepare regul ar statenents

14 summari zing your work and billing for your
15 time since you' ve been retained under that
16 engagenent ?

17 A | don't do that. Soneone else in ny office
18 does that.

19 Q That's kind of what | neant.

20 So you have soneone who handl es

21 regul arly sending out invoices and sumari es
22 of the work that you've perfornmed?

23 A.  Yes.

24 Q GCkay. And those are sent fromyour office
25 to presumably Honeywel|l counsel in this
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case?

A.  Yes.

Q And do those bills go out nonthly,

approxi matel y?

| think so.

Q GCkay. And who is the person in your office
t hat handl es sendi ng out these statenents to

Honeywel | counsel ?

© © N o U A~ W N P
>

A. There are two people, one whose nane is

10 David Streeter, and the second is Joseph

11 Lant er man.

12 Q That sounds like a relative.

13 A. He's ny CPA son.

14 Q Cot it.

15 And are they both enpl oyed by

16 Conput er Forensic Services?

17 A.  Yes.

18 Q And so they both work for you, essentially?
19 A.  Yes.

20 Q (Going back to an earlier question | asked,
21 I'"d forgotten your answer, so | apol ogi ze
22 for asking you to say it again, but

23 approxi mately when was your firm engaged in
24 this case by Honeywel | counsel ?

25 A It would have been sonetine | ast year.
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1 Q Do you recall whether it was in the latter
2 six nmonths of |ast year or whether it was
3 earlier than that?
4 A | believe it was in the second half of |ast
5 year.
6 Q GCkay. In any event, the date of that
7 retention should be reflected on the date of
8 t he engagenent letter, correct?
9 A.  Yes.
10 Q At sone point, in connection with your work
11 in this case, were you provided wth a copy
12 of a report by Dr. Sinpson Garfinkel ?
13 A.  Yes.
14 Q Okay. And were you provided with a copy of
15 that report before or after you created your
16 own expert report in this case?
17 A Before.
18 Q So as of the tine that you signed your nane
19 to the report that you did in this case, you
20 had an opportunity to read Dr. Garfinkel's
21 report in full?
22 A Yes.
23 Q ay.
24 MR HILL: Let's mark this as
25 Exhi bit 1, please.
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1 (At this tinme LANTERMAN Deposition
2 Exhibit 1 was marked for identification
3 by the Court Reporter.)
4 BY MR HILL:
5 Q M. Lanterman, the Court Reporter has --
6 first of all, should I be calling you
7 Dr. Lanternman or are you M. --
8 A. No, Mark is fine.
9 Q Okay. Well, so our judges in the Northern
10 District prefer that we not use witness's
11 first nanes on the record when we're
12 guestioning, so I'll call you M. Lanternan.
13 A. Mster is fine then.
14 Q GOkay. The Court Reporter has handed you
15 Exhibit 1. | assune you've seen this
16 bef ore.
17 I f you have, please identify it for
18 t he record.
19 A | believe this is fromour conpany's web
20 page, and it is ny bio page.
21 Q So Conmputer Forensic Services has a website,
22 correct?
23 A.  Yes.
24 Q And the https address shown on the very
25 bottom of Exhibit 1 is
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www. conpf or ensi cs. com

Is that the address that you know
to be the address of your firmwebsite?
Yes.
And | assume you recogni ze the picture of

t hat good-I ooki ng gentl eman on Exhibit 17

Well, | have a face for radio, but thank
you, | appreciate the conplinent.
So, first of all, would you just reviewthe

contents of the description of your bio
here, and let nme know if there's anything
here that is not accurate.

It's accurate.

Ckay. Thank you.

Did you prepare the bio or does
sonebody in your firmprepare these kinds of
t hi ngs for you?

Sonebody el se prepared it, but I'mcertain I
woul d have reviewed it before it was posted.
| just don't recall.

The first thing that it says is you're the
chief technol ogy officer of Conputer
Forensic Services, correct?

Yes.

So what are your responsibilities at
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1 Conput er Forensic Services as the chief

2 t echnol ogy officer?

3 A Well, | nmake sure that our conpany is using

4 the nost current avail abl e protocols and

5 applications in our work. | deal nore on

6 the techni cal side when working with our

7 clients.

8 I"'malso the CEQ, but | thought

9 that that was a little snooty, so | don't
10 like the title CEQ, so | go by CTO but

11 ultimately I am responsi bl e.

12 Q Ckay. Does your office have -- in addition
13 to a website, do you have sone type of

14 shared network where your office maintains
15 its data in electronic form or sone of its
16 data in electronic fornf

17 A Yes, but we haven't transferred data there
18 yet.

19 So we have an off-site facility,
20 but that is a recent devel opnent.

21 Q Wen you say you have an off-site facility,
22 what's the nature of the facility?

23 A Of-site data storage.

24 W store encrypted copies of our
25 data off-site in case sonething happens to
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1 our building. If it falls down, we can
2 al ways service our clients.
3 Q | see. The off-site data storage, is it
4 | i ke a server warehouse, like a data -- true
5 data facility?
6 A.  Yes.
7 Q GCkay. Do you know whether it's O oud-based?
8 A W don't use it that way. W have to
9 physically go there.
10 So we air gap our systens, which
11 means we don't connect themto networks, so
12 the off-site facility is in Eagan, which is
13 by the airport. So whenever we have case
14 data, soneone fromny office, and, again,
15 this is a recent thing, but soneone will be
16 driving fromour office to the off-site
17 dat abank and transferring the data.
18 Q The data that's transferred, is it
19 essentially a backup copy of primary data
20 that's being used at the Conputer Forensic
21 Services office?
22 A Yes.
23 Q GCkay. So then there's also a network of
24 conputers, | take it, that are used inside
25 t he Conputer Forensic Services office?
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1 A. W don't network.
2 We have a shared conputer for
3 e-mai |, but otherwi se we use stand-al one
4 systens, and every case gets a fresh install
5 of our operating systens.
6 So we try to keep things as sterile
7 as we can.
8 Q So data is very segregated because of that
9 practice, | take it?
10 A Yes.
11 MR. CHESTER. (bject to the form
12 BY MR HILL:
13 Q You understood what | nean by segregated?
14 You keep data on one project on its
15 own operating system separate and apart
16 from what ever ot her projects your conpany
17 may have?
18 A Yes. W believe in the Chinese Wll
19 approach as well, so only enpl oyees assi gned
20 to a certain case wll be granted access to
21 t hat dat a.
22 We do that because we are a
23 contracted partner with the U S. Secret
24 Service, we provide support to them and we
25 are also retained as the digital crine |lab
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1 for the Hennepin County Sheriff's office,
2 whi ch i ncl udes, M nneapolis.
3 So, yes, we segregate, and we're
4 very m ndful of that.
5 Q Does Conmputer Forensic Services utilize any
6 rel ati onal database technol ogy?
7 A, Yes.
8 Q VWhat rel ational database technology is used?
9 A. W have an in-house devel oped dat abase for
10 tracki ng our evidence, our in-take and our
11 evi dence return.
12 Q Ckay. Like a check-in/check-out type?
13 A.  Exactly.
14 Q GCkay. What's the relational database
15 technol ogy that you use for that?
16 A | don't handle that. That's soneone el se
17 that has inplenented that. | believe it's
18 an SQL back-end dat abase.
19 Q GCkay. Howis that database accessed by
20 Conput er Forensic Services enpl oyees when
21 they want to check sonething in or check it
22 out ?
23 A It's a stand-al one conputer at our front
24 desk.
25 Q GCkay. Is it renotely accessible?
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1 A.  No.

2 Q Ckay. Wen did Conputer Forensic Services

3 begi n using SQ. or any other rel ational

4 dat abase technol ogy?

5 A It would have been years ago. | don't

6 recall when, but it would have been toward

7 t he begi nning of the start of our conpany.

8 Q GCkay. And when your conpany originally

9 began working with this rel ati onal database
10 technol ogy, did you play any role in the

11 | npl ementation of it?

12 MR. CHESTER. (bject to the form
13 A. | gave ny enpl oyees discretion, and then

14 before inplenmenting, | had final approval.
15 So | wanted to interact with it nyself to

16 make sure that it net ny standards.

17 So | didn't inplenent it, but |I was
18 responsible for it and | approved it.

19 BY MR HILL:

20 Q GCkay. And that woul d have been 2003? 2005?
21 A | would say 2003.

22 Q Ckay. \What about the creation of the

23 website, how | ong has Conputer Forensic

24 Servi ces maintained a website?

25 A It would have been toward the begi nning of
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10 Q Okay. Do you periodically review any aspect
11 of the website either for quality control or
12 security reasons?

13 MR. CHESTER: (bject to the form
14 A. 1've looked at it periodically. | know that
15 we are -- we have currently engaged a web

16 designer, so we will be updating the website
17 soon, but, again, soneone else is handling
18 t hat project.

19 BY MR HILL:

20 Q GCkay. Oher than the website, are there any
21 conputers or conputer systenms in use by

22 Conputer Forensic Services that utilize sone
23 type of gateway to the internet?

24 MR. CHESTER. (bject to the form
25 A.  Yes.

the conmpany. So | believe maybe 1998, 1999.
| don't specifically recall.

Ckay. Approximately 20 years?

Yes.

VWhat role did you play, if any, in the

devel opnent of your conpany's website?
Initially I didit. Over tine | stepped
back fromthat, and | delegated that to

ot her peopl e.
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1 BY MR HILL:
2 Q Ckay. Wat conputers or conputer systens of
3 Conput er Forensic Services utilize a gateway
4 to the internet?
5 A W have a stand-alone e-mail conputer. So
6 I f enpl oyees need to conmunicate with a
7 client, they use that conputer.
8 Q \Were is that conputer maintained in your
9 of fice?
10 A.  That conputer is at our front desk.
11 Q Is it the sane conputer that has the
12 rel ati onal database technol ogy for checking
13 I n and checki ng out evidence?
14 A. No. That's a -- that's not connected to any
15 net wor k, the database conputer.
16 Q That's right.
17 So the conputer for e-mail is only
18 used for e-mail?
19 A.  Yes.
20 Q GCkay. And every enployee of Conputer
21 Forensic Services, if they want to send or
22 read their e-mail, they have to use that
23 st and- al one conputer; is that correct?
24 A Yes. But we do allow our enpl oyees to send
25 and receive e-mails fromtheir cell phones.
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kay. Now, does it work the sane way in the
ot her offices of Conputer Forensic Services?
And by that | nean, do you have a
st and- al one conputer for e-mail, a
st and- al one conputer for checking
I n/ checki ng out evi dence?
Evi dence is only checked in and checked out
in Mnneapolis. Qur other offices are nore
sales offices, so there's no evidence
processing or analysis that's done at those
offices. |It's nore business devel opnent.
kay. Do the other offices have multiple
enpl oyees?
The M nneapolis enpl oyees, we fly to those
of fices.

So we don't have -- for exanple,
our Jacksonville office, we don't have
soneone in that office, we go there maybe
once every two nonths, or whenever we have a
case there, we travel to the renote offices.
Do you have any full-tinme enpl oyees that
reside in any of your renote offices?
We have one full-tinme renote enpl oyee, but
that office, that physical office, has not

yet been rented.
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Q Okay. Wwo is the full-tinme enpl oyee?

AL Hs nane is Derrick Day. He's a forner
Secret Service officer, and he resides in

Si oux Falls.

kay. And is there a Sioux Falls office for
Comput er - -

A I'msorry. W are in the process of opening

that office.

© o N o o A~ W N B
O

Q During the existence of Conputer Forensic

10 Services, has there been the need to install
11 any firewall technol ogy?

12 MR. CHESTER. (bject to the form
13 A.  Yes.

14 BY MR HILL:

15 Q Wat is afirewall?

16 A Afirewall acts as a gateway between your

17 I nside systens with the real world, with the
18 I nt ernet.

19 Q Wiat is your understandi ng of the purpose

20 for which firewalls were created?

21 A Firewalls -- well, you'd have to ask the

22 desi gner, but --

23 Q Let ne rephrase.

24 What is your understandi ng of the
25 advant ages of using firewall technol ogy?
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1 A.  The advantages of firewall technology is to
2 hel p control and nonitor inbound and
3 out bound traffic between you and your
4 conputers and the outside world.
5 Q And when did Conputer Forensic Services
6 first make use of any firewall technol ogy,
7 to the best of your know edge?
8 A.  That woul d have been when we first started.
9 So | would say probably 1998 or '99. In and
10 around t here.
11 Q How did your conpany use firewall technol ogy
12 at that tine?
13 A At that tinme we used a firewall between our
14 e-mai | stand-al one conputer and the
15 I nternet.
16 Q Does that firewall -- is firewall technol ogy
17 still in use for that stand-al one e-nmai
18 conput er ?
19 A Yes. But it's a newer one than what we had
20 20 years ago, but, yes, the idea renai ned
21 the sane, it's just we've updated the
22 har dwar e since then.
23 Q Ckay. Are you famliar with the term best
24 practices in your industry?
25 A.  Yes.
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1 MR. CHESTER: (nbject to the form

2 BY MR HILL:

3 Q Well, are you famliar with the term best

4 practi ces?

) A Yes.

6 Q Okay. Howis it that you becane famli ar

7 with the term best practices?

8 A.  Through ny training by -- it was then the

9 Departnment of Treasury, but they have since
10 becone the Departnent of Honel and Security,
11 and through ny work with attorneys.

12 Q How has your work with attorneys influenced
13 your understandi ng of best practices?

14 A Wll, I've applied the practices that | was
15 taught by DHS in ny private practice in

16 wor king with attorneys.

17 So | always try to understand what
18 the case requires, and then | nmake sure |

19 follow forensic best practices to give the
20 client what they need in their case.

21 Q | see. \What -- when you use the term

22 forensics, what does that nean?

23 A To nme that indicates providing testinony.

24 Forensics is analyzing or review ng
25 evi dence, and then giving testinony to that.
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1 Q GCkay. | want to go back to the firewall
2 t echnol ogy i ssue.
3 Do you consider the use of firewall
4 technol ogy to be a best practice on the
5 I nt ernet ?
6 MR. CHESTER: (Object to the form
7 BY MR HILL:
8 Q Rephrase.
9 For conpanies that are going to
10 have a conputer, that is, in fact, using the
11 I nternet as a nedi um of comruni cation, do
12 you consider firewall technology to be a
13 best practice?
14 MR. CHESTER: (nbject to the form
15 A | think it's advisable. | know that there
16 are a nunber of corporations out there
17 offering simlar solutions or alternative
18 solutions, but | don't think you can have
19 enough security, so | would say that it
20 woul d be advi sabl e.
21 BY MR HILL:
22 Q Ckay.
23 A But to clarify, every organization is
24 unique. | don't think there's any one right
25 way to approach your policies or how you're
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1 going to connect to the internet, but the
2 use of a firewall is advisable.
3 Q GCkay. Now, you nentioned that there are
4 conpanies that are offering alternatives to
5 firewall technology, did | hear that
6 correctly?
7 A, Yes.
8 Q Ckay. Wat are alternatives to firewall
9 t echnol ogy that you're thinking of?
10 A Well, I'mthinking of Palo Alto. I'm
11 t hi nking of Fire Eye. |'mthinking of Proof
12 Poi nt .
13 So these can either -- they do
14 things a little bit differently than a
15 firewall, or they can al so suppl enent a
16 firewall, kind of |like belt and suspenders.
17 At | east that's how those organi zati ons
18 advertise thensel ves.
19 Q GCkay. So Palo Alto -- you're tal king about
20 Palo Alto Networks, is that the conpany --
21 A Yes.
22 Q Wat is their -- what is your understandi ng
23 of the technol ogy that they have that is in
24 this space?
25 A Yeah, so they offer, and | believe it's a
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1 drop-in appliance that you pay for, that
2 essentially works like a m ddl eman.
3 So it analyzes the traffic com ng
4 in and alerts you to any, | hate the word
5 nefarious, but it alerts you to any
6 anonmalies to either inbound or outbound
7 traffic and it acts as a sandbox, so if
8 mal i ci ous software is about to be introduced
9 to your environnment, it's in the sandbox, so
10 you can see it and you can get to know it
11 and figure out is this okay or not, wthout
12 bringing it inside of your house.
13 Q | see.
14 How | ong has -- does this product
15 have a nane, the drop-in appliance?
16 MR. CHESTER: (nbject to the form
17 A You know, marketing peopl e change nanes so
18 often, so | don't know what the nane is.
19 BY MR HILL:
20 Q Wien did you first becone aware of it?
21 A. Several years ago.
22 Q Several neaning three? Several neaning ten?
23 A | would say four to six years ago.
24 Q \Wuat's Fire Eye?
25 A Fire Eye is a security conpany.
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1 Q Ckay. And what is the product or service
2 that they have that's in this space?
3 A. They too offer hardware that you put on your
4 network and it nonitors your traffic for
5 anomal i es and malici ous software.
6 | viewthemas a conpetitor to Palo
7 Al t o Networks.
8 Q GCkay. And when did you |learn of Fire Eye,
9 of the specific product you're nentioning
10 now?
11 A | don't recall the date, but it was the date
12 that Fire Eye acquired Kevin Mandia's
13 conpany, Mandiant. So whenever that was,
14 that's when | first |learned of Fire Eye.
15 Q The acquiring of Mandi ant?
16 A Yes. MA-NDI-A-NT.
17 Q Can you estimate? Three years? Ten years?
18 More than ten years?
19 A Maybe seven years, but |I'mjust guessing. |
20 woul d want to do sone research into when
21 t hat acquisition occurred.
22 Q You're confident it was nore than three
23 years ago?
24 A Yes, certainly nore than three years ago.
25 Q Ckay. And what does Proof Point offer in
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1 this space?
2 A So Proof Point is alittle bit different.
3 They still have the idea of a sandbox, |ike
4 acting as a m ddl eman between you and
5 threats, but Proof Point tends to focus on
6 e-mail .
7 Proof Point believes that the
8 majority of cyber attacks are conmmtted via
9 e-mail, phishing attacks, malicious
10 payl oads.
11 So | think of Proof Point as like
12 the metal detector at the airport. They
13 don't let anyone in if they are malicious or
14 weaponi zed.
15 Q You just used the word weaponi zed, and |'m
16 I nterested in what you nean by that.
17 A Wat | nean by that is if | wanted to attack
18 you, and if | decided to do that via e-mail,
19 I'"'mgoing to try to either send you a |ink
20 and trick you into clicking on it to
21 downl oad malicious software, or |I'msinply
22 going to send you a Wird docunent with a
23 carefully crafted nmacro that downl oads
24 mal i ci ous software as soon as you open up
25 t he Word docunent.
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1 So by weaponi zed, | nean software
2 that 1"mgoing to use to hurt you.
3 Q Cot it.
4 A Mlware, viruses.
5 Q Understood. And when did you becone
6 famliar with Proof Point for the first
7 time, with this focus on e-mail?
8 A. Probably six or seven years ago.
9 Q Do you maintain, at Conputer Forensic
10 Services, any nmarketing literature or
11 techni cal guides or manuals on any of the
12 Palo Alto, Fire Eye, or Proof Point
13 Sol uti ons?
14 A No.
15 Q Ckay. Have you nade it a point at any point
16 intime to study any materials specifically
17 on Palo Alto, Fire Eye, or Proof Point
18 Sol uti ons?
19 A.  Yes.
20 Q Ckay. Wen did you first do that?
21 A.  That woul d have been maybe three or four
22 years ago and | wanted to | earn nore about
23 Proof Poi nt.
24 Q GCkay. Wiy did you want to | earn nore about
25 Pr oof Poi nt?
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1 A | aminvolved in a nunber of data breach
2 cases every year, and as part of ny
3 analysis, | try to figure out: How did this
4 happen? And why didn't the client's
5 def enses prevent this from happeni ng? Wy
6 didn't the anti-virus software catch this
7 mal i ci ous sof tware?
8 And | had a case in which a client,
9 a | arge insurance conpany, thought they had
10 been breached, but they believed that their
11 Proof Point Solution had prevented the
12 mal i ci ous software fromentering their
13 envi ronnent .
14 | was skeptical, because a |ot of
15 security products just don't work. A |ot of
16 It is just marketing and buy ny next
17 generation solution, but |I was skeptical,
18 and | thought that probably the client had,
19 in fact, been breached.
20 Wien | did ny anal ysis, |
21 determ ned that Proof Point actually worked,
22 and | was really inpressed, because the
23 ot her solutions that | tested using this
24 specific piece of malware had failed to
25 detect it, so | was inpressed by Proof
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1 Point, so | wanted to |l earn nore about it.
2 Q ©CGot it. And you said that was three to four
3 years ago?
4 A Yeah, you know, cone to think of it, it was
5 probably closer to six. [It's been a while.
6 Q Is there anything -- is there anything that
7 you can tie it to, a specific case that you
8 were wor king on or anything that would all ow
9 us to focus in on what the date was?
10 A | could -- 1 don't know if | have these, but
11 | had communi cations with the CEO of Proof
12 Point telling himwhat | had found, and |
13 congratul ate him because nost of his
14 conpetitors failed ny test.
15 Q Wien you test, as you say, what does that
16 I nvol ve?
17 A It really depends on the situation. 1In this
18 case, what | did, the client -- because
19 IT -- client IT people, they're a great
20 resource and they want to be hel pful, but
21 they don't do incident response every day,
22 so sonetines they get things wong. So
23 often | get called in just as a second
24 opi ni on.
25 So in this specific case, it's a
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1 medi um si zed i nsurance conpany, they had
2 detected -- |IT had detected what they
3 t hought was malicious software, but they
4 bel i eved Proof Point had captured it, but
5 t hey wanted a second opi ni on.
6 So | was retained, | went to their
7 offices, | nmade forensic imges, which is an
8 evidentiary copy of a hard drive, it's a
9 perfect copy, and | do that in every case
10 unl ess there's sone physical reason why |
11 can't.
12 El ectronic evidence is very
13 fragile. Just turning on a conputer can
14 | nadvertently nodify over 400 date and tine
15 stanps, so ny first step is | want to
16 preserve it. | don't want to interact with
17 the original evidence. | don't want to
18 I nadvertently nodify it.
19 So | collected the data fromthe
20 server, and | attenpted to determ ne whet her
21 or not this malicious software seeped out of
22 their Proof Point Solution. | wanted to see
23 did it spread to anyone else, and it did not
24 appear so.
25 So, to answer your question using
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1 short -- a smaller anpbunt of words,
2 typically | preserve, I work froma copy of
3 that copy, we archive that original forensic
4 I mge, | conduct ny analysis, and then |
5 neet with the client and explain what we
6 found, and in this case | determ ned that
7 Proof Point operated as intended.
8 MR. CHESTER: Is that an
9 appropriate tinme for ne to take a short
10 break?
11 MR. HILL: Yeah, let ne just finish
12 up this line of questioning. | have a few
13 nore questions just to wap this up, and
14 "Il nove on to a different topic.
15 BY MR HILL:
16 Q Have you done that kind of testing on other
17 products in this space such as Palo Alto
18 Net wor ks or Fire Eye?
19 A.  Yes.
20 MR. CHESTER: (bject to the form
21 BY MR HILL:
22 Q Ckay. Wat testing have you done on Pal o
23 Alto's appliance that you referenced
24 earlier?
25 A | did not test Palo Alto.
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1 Q Ckay. Wat testing have you done on the
2 Fire Eye appliance that you referred to
3 earlier?
4 A | can't tell you.
5 Q Ckay. Because it's confidential?
6 A.  I'"mbound by a confidentiality agreenent.
7 Q GCkay. Can you tell nme when you tested it?
8 A. It would have been within a week of the
9 Target breach. So whenever that was, within
10 a week.
11 Q GCkay. And are you relying in any way on any
12 of the experience with that particular
13 testing episode in connection with the
14 opi ni ons or reasons that you're expressing
15 in this case?
16 A No.
17 Q Ckay.
18 MR. HILL: Let's take a short
19 br eak.
20 VI DEOGRAPHER: W are going off the
21 record at 10:18 a. m
22 (Wher eupon, a recess was taken.)
23 (At this time LANTERMAN Deposition
24 Exhibit 2 was marked for identification
25 by the Court Reporter.)
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1 VI DEOGRAPHER: We are back on the
2 record. This is nmedia nunber 2 in the
3 deposition of Mark T. Lanternman taken on
4 June 6, 2019. The tine nowis 10:31 a.m
) BY MR HILL:
6 Q M. Lanterman, the Court Reporter has handed
7 you Exhibit 2.
8 Can you turn to the |last page of
9 Exhibit 2 and tell nme if you recogni ze that
10 as your signature on this docunent?
11 A.  Yes.
12 Q And it says, immedi ately above your
13 signature, that you declare under penalty of
14 perjury, under the laws of United States,
15 that the foregoing is true and correct.
16 Do you see that?
17 A.  Yes.
18 Q So did you understand that when you signed
19 your nanme to Exhibit 2 you were providing
20 witten sworn testinony in connection with a
21 court case?
22 A Yes.
23 Q And you understand that the oath that you
24 swore to in that case is the sane as the
25 oath that you took before we began the
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14 you're sworn in before you testify before a
15 jury, correct?

16 A.  Yes.

17 Q And you understand that that oath is the

18 sane as the oath that you took this norning,
19 and the sane as the oath that you took

20 before you signed your nanme to Exhibit 2,

21 correct?

22 MR. CHESTER: (Object to form asked
23 and answer ed.

24 A Yes.

25 BY MR HI LL:

deposition this norning, correct?

Yes.

Ckay. And how many tines have you testified
live before a jury in the course of your
career serving in the forensics field?
Li ve court testinony?

Yes, before a jury.

| don't recall.

More or less than ten tines?

Maybe right around ten.

kay.

| would say probably |ess than 15, but

Wl l, you know fromthose experiences that
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1 Q A couple questions for you about the
2 exhi bit.
3 The case is called Stratasys versus
4 Kranpi tz and Nova Machi na.
5 Do you see that?
6 A.  Yes.
7 Q \Wiat was the case about?
8 A | would want to reread ny Affidavit.
9 Q Okay. So is it fair to say that wthout
10 rereadi ng your Affidavit, you don't recall
11 what the facts of this case were?
12 MR. CHESTER. (bject to the form
13 A. Correct. | work on a |ot of cases, and |
14 woul dn't want to cross-pollinate or
15 m srenmenber any details.
16 BY MR HILL:
17 Q Sure. kay.
18 Do you see on page 1 you introduce
19 yoursel f and you say, "I amthe chief
20 technol ogy officer of Conputer Forensic
21 Services located in M nnetonka, M nnesota"?
22 Do you see that?
23 A.  Yes.
24 Q GCkay. And then between paragraphs 1 and 2
25 there's a bold heading, Qualifications and
www.huseby.com Huseby, Inc. Regional Centers 800-333-2082

Charlotte ~ Atlanta ~ Washington, DC ~ New York ~ Houston ~ San Francisco


http://www.huseby.com

Case 1:17-cv-03140-SDG Document 150 Filed 07/12/19 Page 52 of 277

BUILDI

NGREPORTS.COM, INC.vsHONEYWELL INTERNATIONAL, INC.

Mark T. Lanterman on 06/06/2019 Page 52

1 Backgr ound.

2 Do you see that?

3 A.  Yes.

4 Q Ckay. | want to ask you a couple questions
5 about sone of the statenents that you nake

6 In the Qualifications and Background portion
7 of this Affidavit or declaration.

8 So you say, at the very top -- very
9 bottom of page 1, going over to the top of
10 page 2, that you were a sworn investigator
11 for the United States Secret Service

12 El ectronic Crines Task Force, and acted as
13 Its senior conputer forensic analyst, right?
14 A Yes.

15 Q So when you were the senior conputer

16 forensic analyst on this task force, what

17 ki nds of things were you doi ng?

18 MR. CHESTER. (bject to the form
19 A | was investigating financial crines,
20 identity theft crines, check fraud, bank
21 fraud, nortgage fraud. Mstly financi al
22 stuff.
23 And then the majority of ny
24 responsibility was then to anal yze devi ces,
25 conputers, cell phones, nobile devices that
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1 had been seized as part of those
2 I nvesti gati ons.
3 BY MR HILL:
4 Q So part of your responsibility was to try to
5 extract as nuch data fromthese conputers
6 and devi ces as possible for review?
7 MR. CHESTER: (bject to the form
8 A.  Yes.
9 BY MR HILL:
10 Q Ckay. In your capacity as the senior
11 conputer forensic anal yst, were you expected
12 to testify either by Affidavit or deposition
13 or live at trial?
14 MR. CHESTER: (nbject to the form
15 A Yes.
16 BY MR HILL:
17 Q GCkay. And was that the first position that
18 you hel d where you were expected, as part of
19 the role, to be a testifying w tness?
20 MR. CHESTER: (bject to the form
21 A.  No.
22 BY MR HILL:
23 Q \Wat was the first position that you held
24 where you were expected to be a testifying
25 W t ness?
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1 A. Wien | was a police officer in Philadel phia.
2 Q How many tines did you testify in court when
3 you were a police officer in Philadel phia?
4 A.  Maybe four or five.
5 Q And then when you were -- when you
6 transitioned into this role as senior
7 conputer forensic analyst for the Secret
8 Service task force, how many tines did you
9 testify?
10 A.  Live testinony, | don't think any.
11 Q Ckay. Deposition testinony?
12 A.  No.
13 Q Ckay. D d you provide deposition testinony
14 while you were a police officer on the
15 Phi | adel phia police force?
16 A  No -- if I could just correct sonething. |
17 wasn't on the Phil adel phia Police
18 Departnent, | was with a suburban
19 Phi | adel phi a police departnent.
20 Q Appreciate that. Thank you.
21 A.  Sure.
22 Q You go on to nmake the statenent that CFA
23 recently partnered with the United States
24 Secret Service to assist with digital
25 forensic and cyber security services in
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1 support of its investigations.

2 Do you see that?

3 A.  Yes.

4 Q \VWhat were the cyber security services that

5 you were referring to?

6 AL W are partnered with the U S. Secr et

7 Service. They don't have -- there's a field
8 office here in Mnneapolis that supports

9 M nnesota and North Dakota and South Dakot a,
10 and | think a little bit of Wsconsin, but
11 |'"'mnot certain, and they do not have a

12 | ocal digital forensic analyst assigned to
13 this office, so we partnered with themto
14 assist themin their needs.

15 Q So one of the things you're doing is you're
16 assisting themin the forensic part of their
17 I nvestigations; is that correct -- digital
18 forensic?

19 MR. CHESTER. (bject to the form
20 A.  Yes.
21 BY MR HILL:
22 Q Are you providing any other cyber security
23 servi ces, other than support for the digital
24 forensic part of their investigations?
25 MR. CHESTER:. Are you tal king about
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1 Secret Service still?
2 MR HILL: Yes.
3 BY MR HILL:
4 Q In this partnership with the U S. Secret
5 Servi ce.
6 A.  We have di scussed doing joint training
7 events. W haven't done any yet, so we're
8 still in discussions.
9 Q Wio would be the trainees as currently
10 cont enpl at ed?
11 A A fewcategories. | would anticipate
12 neeting with bank security nanagers. |
13 woul d anticipate doing training for |aw
14 enforcenent, a joint training session for
15 | aw enf or cenent .
16 So that's what | have in m nd.
17 Q GCkay. And, again, to the extent that it's
18 been contenpl at ed, what specific type of
19 training do you envision providing?
20 AL Yeah. So | do a lot of training for the
21 M nnesota Bar Association, so it's awareness
22 trai ni ng, making the attendees aware of what
23 we're seeing in the real world, showng --
24 you know, we redact materials, but | like
25 usi ng case studies; look at this phishing
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1 attack, and this is howit works, so be
2 aware if you get an e-mail from Best Buy
3 offering you a free $500 gift certificate,
4 It may not be legit.
5 Q Thank you.
6 I n paragraph 3 you describe a
7 certification by the Departnent of Honel and
8 Security as a seized conputer evidence
9 recovery specialist. Wat is that?
10 A Wll, that's atitle of the course. It's a
11 mul ti-week programthat's hosted. It was
12 then the Departnent of Treasury, but then it
13 becane DHS, so | had a treasury
14 certification, but then they reissued it as
15 a DHS certificate, but you go through a
16 training, a nulti-week training class at
17 @ ynco, it's held at the Federal Law
18 Enf orcenent Training Center in dynco,
19 Georgi a, and upon successful conpletion, and
20 not everyone conpl eted, but upon successf ul
21 conpletion you're awarded a certificate
22 that -- this is a |law enforcenent-only
23 class. Acivilian can't just pay a thousand
24 dollars and attend or anything |ike that.
25 But I think it's considered sone of
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1 the best training avail abl e.
2 Q Ckay. Thank you.
3 And this was with a specific focus
4 on how to recover digitized evidence from
5 conputers and devices that are seized as
6 part of crimnal investigations?
7 MR. CHESTER: (bject to the form
8 A.  Yeah, that was certainly part of it.
9 We have preservation, how to
10 mai ntai n chain of custody docunentati on.
11 You know, we tal ked earlier about best
12 practices. That's what they were training
13 the attendees; you know, here are sone
14 pitfalls, here are sone things to be aware
15 of, and here's how you should do your job.
16 And then it focused on the
17 techni ques to use for recovering data,
18 determning if soneone i s downl oadi ng
19 contraband from a peer-to-peer network, how
20 to determine if external storage devices are
21 I n use.
22 BY MR HILL:
23 Q So to obtain the certificate fromthe
24 Depart nent of Honel and Security you had to
25 go through this course, and it was a
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1 mul ti-week course you sai d?

2 A Yes.

3 Q And do you recall how many weeks?

4 A | think it was either three or four weeks.

5 Q GCkay. And was it -- did you actually have

6 to physically attend classes or was it

7 online? How did that work?

8 A. | had to physically attend.

9 So they put us up in dormtories on
10 the canmpus at FLETC, Federal Law Enforcenent
11 Trai ning Center.

12 Q And so how intense was the coursework during
13 the three to four weeks? Was it you go into
14 cl ass every day?

15 MR. CHESTER: (nbject to the form
16 A.  Yeah, class every day, it was ei ght hours,
17 you had, | think, 30 mnutes for lunch, so
18 nost peopl e just brought lunch with themin
19 the norning and sat there.

20 But it was every day, Monday

21 t hrough Friday, half day on Saturday, you're
22 of f Saturday night and Sunday, and then you
23 pi ck up agai n on Monday.

24 So | thought it was pretty intense.
25 | thought it was really good training, and
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1 |'"mgrateful to have attended.
2 BY MR HILL:
3 Q Yeah, it sounds like it was over a 100 hours
4 total .
5 A Easily, yeah.
6 Q Then you also reference in paragraph 3 a
7 certification in conputer forensics by the
8 National Wiite Collar Crinme Center?
9 A.  Yes.
10 Q How did you obtain that certificate, or that
11 certification?
12 A Yep. So that was two one-week courses, and
13 | think they were separated by a week or
14 two, so it wasn't two weeks straight.
15 Cl asses were held here in
16 M nnesota, you had to attend, it was Mnday
17 t hrough Friday with a lunch break, 9 to 5.
18 Q So less than 100 hours of coursework; is
19 that correct?
20 A. | think so, yes.
21 Q Ckay. Wat were the subject matters that
22 you can recall |earning about during that
23 t wo- week training course?
24 A It started out, there was a little bit of
25 overlap with ny SCERS class, with ny Seize
www.huseby.com Huseby, Inc. Regional Centers 800-333-2082

Charlotte ~ Atlanta ~ Washington, DC ~ New York ~ Houston ~ San Francisco


http://www.huseby.com

Case 1:17-cv-03140-SDG Document 150 Filed 07/12/19 Page 61 of 277

BUILDINGREPORTS.COM, INC. vsHONEYWELL INTERNATIONAL, INC.

Mark T. Lanterman on 06/06/2019 Page 61
1 Conput er Evi dence Recovery Speci alist class.
2 You know, they covered best practices and
3 evi dence preservation, they went into howto
4 recover del eted data by hand, because |
5 think sonetimes wth the forensic tools, the
6 comercial tools that are avail abl e,
7 sonetinmes analysts get a little bit |azy,
8 it's li ke point-and-click forensics, and
9 what | |iked about the National Wite Coll ar
10 Crime Training is it's like doing division
11 with a pencil, you know, you actually had to
12 do it by hand. | thought that was
13 I nteresting.
14 And then they spent a lot of tine
15 di ssecting or deconpiling mal ware and
16 figuring out, okay, | have a piece of
17 software here, is it bad? How do | figure
18 that out? You know, is this a virus or not,
19 and what does it do?
20 So | enjoyed that training as well.
21 Q Was there -- in either of the two courses
22 that you're referencing in paragraph 3 here,
23 was there any other focus on diagnosing
24 threats such as mal ware?
25 A Yes. In the white collar crinme, and | think
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1 we spent half a day on malware at the FLETC

2 cl ass.

3 Q Ckay. Wre there any other threats that

4 were focused on other than mal ware?

5 MR. CHESTER. In either of those

6 cl asses?

7 MR, HILL: Correct.

8 BY MR HILL:

9 Q That you can recall.

10 A It's been a while. | don't recall anything
11 el se.

12 Q Ckay. Was there any teaching in either of
13 t hese classes, that are referenced in

14 paragraph 3, relating to precautions agai nst
15 mal ware or other threats?

16 A.  Yeah, | do recall talking about sone

17 precautions in the white collar crinme center
18 class and in the SCERS cl ass.

19 In the SCERS cl ass, specifically it
20 was about how to protect yourself and your
21 organi zati on, because when we are anal yzi ng
22 digital evidence, sonetines anal ysts get

23 sl oppy and they inadvertently infect their
24 own synptons with the nalware that they're
25 trying to anal yze.
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1 So | know that they covered that,
2 and just be careful was the nessage.

3 Q Is there anything el se about that

4 specific -- was that both at SCERS and at

5 the national white collar crine center that
6 you got the nessage about be careful ?

7 A, Yes.

8 Q Okay. And both tinmes that was in the

9 context of malware and avoiding infecting
10 your systemwth it; is that right?

11 MR. CHESTER. (bject to form

12 A.  Yes.

13 BY MR HILL:

14 Q |Is there anything else that you can recal
15 fromeither of those two courses relating to
16 the topic of security precautions?

17 A Not that | renenber.

18 Q GCkay. And what year was it that you

19 attended the SCERS course?
20 A | would want to ook at ny certification.
21 It would have been in the early 2000s.
22 Q Do you keep copies of your certifications?
23 A It depends on the certification.
24 Q Do you believe you have that certification?
25 A | know | have that.
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1 Q Ckay. \Were is that kept?
2 A On ny bookshelf at nmy office.
3 Q And what about the National Wite Coll ar
4 Crime Center certification?
5 A | probably don't have that.
6 Q Ckay. Do you know what year that was?
7 A. It would have been early 2000s.
8 Q I n paragraph 4 you say you're adjunct
9 faculty of conputer science for the
10 Uni versity of M nnesota Technol ogi cal
11 Leadership Institutes Master of Science and
12 Security Technol ogi es Progran? That's a
13 nmout hf ul .
14 A Yeah. |It's not a good narketing decision,
15 yes.
16 Q MSST. Mst.
17 A VBST.
18 Q GCkay. I'mjust going to call it MSST for
19 short.
20 A kay.
21 Q Wien did you begin serving on the adjunct
22 faculty for MSST?
23 A | believe that would have been maybe four or
24 five years ago.
25 Q Is that a paid position?
www.huseby.com Huseby, Inc. Regional Centers 800-333-2082

Charlotte ~ Atlanta ~ Washington, DC ~ New York ~ Houston ~ San Francisco


http://www.huseby.com

Case 1:17-cv-03140-SDG Document 150 Filed 07/12/19 Page 65 of 277

BUILDINGREPORTS.COM, INC. vsHONEYWELL INTERNATIONAL, INC.

Mark T. Lanterman on 06/06/2019 Page 65
A | don't knowif it is or not, but |I don't
accept paynent fromschools. | just think
if I"'mtrying to educate them |'m not

trying to make a buck on educati on.

How many courses have you taught at NMSST in
the field of conputer science?

A. One. It's the sanme course over and over.

Q GCkay. So you've taught the sane course for

© o N o o A~ W N B
O

four to five years?

10 A Yes.

11 Q Wiat is the course title?

12 A Forensics? | don't really have a title on
13 it.

14 | cone in -- for the University of
15 M nnesota, I'Il cone in and I'll do an

16 either one or two four-hour talks during the
17 course of a senester.

18 Q Ckay. So over the course of the |ast four
19 to five years, you' ve gone into the

20 classroomeight to ten tines; is that

21 correct?

22 MR. CHESTER: In this capacity?
23 BY MR HILL:

24 Q In the MSST teachings that you do.
25 A Yeah, that sounds about right.
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1 Q Ckay. So you've appeared eight to ten
2 times, and each tine it's for how nmany
3 hour s?
4 A Typically it's four hours, and there's
5 usual ly a break hal fway through.
6 Q And it's always the sane curricul unf
7 A Well, | update it, but it's the sanme topic,
8 but | try to keep the material current.
9 Q Okay. And the topic is forensics?
10 A Yes.
11 Q So | presune that as part of this course
12 you' re explaining howto preserve -- howto
13 properly preserve conputer data; is that
14 fair?
15 MR. CHESTER: (nbject to the form
16 A. The students -- | may touch on that, but the
17 students are adult learners. They're
18 typically IT or security professionals, so |
19 think that mght be a little bit below their
20 | evel .
21 BY MR HILL:
22 Q Ckay.
23 A | certainly would cover it, but not in any
24 ki nd of detail.
25 Q Tell me what -- just tell nme in your own
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1 wor ds what you do cover with them since
2 thisis alittle nore of an advanced
3 audi ence.
4 A So just sone of the topics would be
5 phi shing, and the different variants,
6 doxxing, internet of things. Those are the
7 main topics that conme to mnd. There are
8 nore, but that's just what | can think of
9 NOWw.
10 Q Sure. Ckay.
11 Can you spell doxxing for our Court
12 Reporter, and for ne?
13 A Sure. It's DO X-X-I-NG
14 Q GCkay. And what does that refer to?
15 A. Doxxing is the online posting of our
16 personal information.
17 Unfortunately we get involved in a
18 | ot of stal king cases involving | awers and
19 judges and politicians, and so part of the
20 classes that | teach is, nunber one, naking
21 the attendees aware that w thout cyber
22 security they cannot have physical security,
23 and then | discuss ways to renove their
24 personal information fromthe internet, |ike
25 hone addresses.
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1 You know, | don't want a creep
2 showi ng up at your house at 2 in the norning
3 because he didn't |ike the decision he got
4 in his case.
5 Q And when you say that you tal k about the
6 Internet of things, that's a big topic.
7 A It's a great topic.
8 Q So how does this apply when you -- what's
9 the specific focus that you put on the
10 I nternet of things when you give these
11 presentati ons?
12 A Wll, | try to explain to the attendees that
13 whi |l e technol ogy is making our |ives nuch
14 nore conveni ent, you know, we are nuch nore
15 efficient than we've ever been, we can get
16 t hrough our to-do list with a couple of
17 clicks of a button, but | believe that
18 whenever we gai n conveni ence from
19 technol ogy, we give up a little bit of
20 security.
21 And so then | tal k about the
22 i nternet of things, | tal k about | ook at
23 everything that's being connected to the
24 internet; our lighting systens, our power
25 grids, our water-processing plants, our
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1 I ndustrial control systens, and then |

2 usually give a |ive denonstration of a

3 device that has no security what soever,

4 whet her that's an industrial control system

5 or maybe a nanny canera that no one put a

6 password on, SO NOw a voyeur can access your

7 | iving room security canera.

8 Q Cot it.

9 A Oh, and | also tal k about nedical devices,
10 pacenmakers and insulin punps bei ng connected
11 to the internet. | think it's a scary
12 t opi c.

13 Q | take it that your earlier testinony about
14 not accepting conpensation for teaching

15 positions also applies to your work on the
16 faculty at the Hamline School of Law and at
17 the University of St. Thomas School of Law?
18 A Correct, with the exception with St. Thonas,
19 because the St. Thomas class is a full

20 class, that's a full course, | ask themto
21 cover any expenses | have.

22 So neaning if | expect a student to
23 read a book, | have St. Thonmas buy the book
24 for me so | have a copy. So that's ny -- |
25 don't get paid for ny tinme, but they
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1 rei nburse ne any reasonabl e expenses.
2 And, again, just to clarify, the
3 Ham i ne | aw school work is very simlar in
4 nature to ny work with the University of
5 M nnesota. The University of St. Thomas
6 School of Law class, that's an actual
7 course, so that's nmuch nore involved on ny
8 part.
9 Q So the Hamline School of Lawis nore |ike
10 what you do for MSST in terns of comng in
11 once or tw ce a senester during a course and
12 gi ving a maybe four-hour presentation or
13 sem nar ?
14 A Yes.
15 Q And how | ong have you been doing that at the
16 Ham i ne School of Law?
17 A Probably four or five years.
18 And I"'min talks nowto do a ful
19 course, simlar to what I'mdoing with
20 St. Thomas, but we haven't agreed to that
21 yet.
22 Q CGot it.
23 Goi ng back to MSST for just a
24 second. \When you cone in to teach, |'mjust
25 going to call it forensics, because you
www.huseby.com Huseby, Inc. Regional Centers 800-333-2082

Charlotte ~ Atlanta ~ Washington, DC ~ New York ~ Houston ~ San Francisco


http://www.huseby.com

Case 1:17-cv-03140-SDG Document 150 Filed 07/12/19 Page 71 of 277

BUILDINGREPORTS.COM, INC. vsHONEYWELL INTERNATIONAL, INC.

Mark T. Lanterman on 06/06/2019 Page 71

1 called it forensics the first tine --

2 A.  Sure.

3 Q Wen you go in to teach forensics at MSST,

4 is it a part of a class that has anot her

5 faculty nmenber who is teaching a |arger

6 course?

7 A It isa--it's aprogramwth a |lot of

8 faculty participating. So it's not one

9 person teaching and then | just cone in to
10 cover half a day or sonething like that.

11 Soit's amulti-nonth -- | think

12 it's a year or |onger program so they have
13 multiple faculty assisting, and then

14 typically a nonth or two before the senester
15 begi ns we get scheduling requests, you know,
16 who can cover this day or that day.

17 So it's not |ike soneone else is

18 teaching a course and then | cone in and

19 cover, it's like a |ot of people cone in and
20 do these, you know, talks.

21 Q VWhat about for Hamine School of Law? |Is

22 that how it works there too, or is it a part
23 of, like, evidence or sone other specific

24 course?

25 A Yeah, so at Hamline, and it's areally
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1 I nteresting program because it's intended
2 to include distance |learners for the | aw
3 school as well, so you have a supervisor who
4 Is in charge of, |ike, managi ng the program
5 but then it's simlar to the MSST programin
6 whi ch you have a | ot of faculty comng in
7 and giving their talks as part of the class.
8 So it's, again, not |like one person
9 teaching a class and then you fill in for
10 one of the classes, it's a |onger program
11 and then a lot of faculty cone in and
12 assi st.
13 Q Okay. Now, at University of St. Thonmas
14 School of Law, what's the course that you
15 teach there?
16 A Cyber security.
17 Q That's the title?
18 A Yes. And I'msure -- that's what | called
19 it. | don't knowif St. Thomas's marketing
20 peopl e tweak that or not.
21 You know, they send out brochures
22 and cl ass announcenents and stuff |ike that,
23 but | tell our students it's just cyber
24 security.
25 Q And how | ong have you been teachi ng cyber
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1 security at the University of St. Thomas
2 School of Law?
3 A. Last year was ny first year.
4 Q Ckay.
5 A W just finished a few weeks ago.
6 Q And is this an upper-level class at the --
7 A, Yes.
8 Q -- law school ?
9 A.  Yes.
10 Q Ckay. So it's second and third years'
11 student s?
12 A.  Yes.
13 Q And is it arequired course for all students
14 or is it an elective?
15 A. That's a good question. | think it's an
16 elective. | don't believe it's a
17 requirenent. It should be a requirenent.
18 Q Get to that in a second.
19 So these are second- and third-year
20 | aw students, and you've done this one tine
21 or two tines?
22 A. Last year was ny first year. So it was ny
23 first time doing the full course.
24 Q And was it a two-senester course or was it a
25 one-senester course?
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1 A It was a 16-week course. So |'mthinking
2 it's a full senmester. | don't know. | had
3 16 classes | had to do.
4 Q 16 cl asses.
5 So you taught one class a week for
6 16 weeks?
7 A, Yes.
8 Q GCkay. And how |long were these classes?
9 Hour? Two hours?
10 A Wll, it depended, depended on the topic.
11 My tal ks would run from 45 m nutes
12 to an hour, but then we had di scussion
13 groups, we had readi ng assignnents, and then
14 further discussion groups. So it's hard to
15 gauge.
16 Q VWat's the assigned reading? Is it a
17 speci fic book?
18 A Yes -- books or articles.
19 Q VWhat are the books or articles that are
20 assigned, to the extent you can recall?
21 A | don't recall off the top of ny head.
22 Sone of the articles | wote, sone
23 of the articles are in publications, MST or
24 SANDS.
25 W woul d often tal k about the cyber
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1 event of the week, and so we had a | ot of

2 material to choose from and then we woul d

3 make sure that relevant articles were

4 assi gned that di scussed what ever the

5 upcom ng week's topic was.

6 Q GCkay. Wen you teach cyber security to

7 second- and third-year |aw students, do you

8 focus on things like electronic discovery in

9 court cases?

10 MR. CHESTER: (nbject to the form
11 A That is one of the topics, yes.

12 BY MR HILL:

13 Q Okay. |Is that |ike one week out of 16 weeks
14 I's devoted to electronic discovery, or nore
15 t han that?

16 A. | think electronic discovery was one week,
17 but then we had additional tinme discussing
18 true forensics, whichis alittle bit

19 different than E-Di scovery, but E-D scovery
20 | think one week -- either one or two, |

21 don't recall. It would not have been nore
22 t han t hat.

23 Q GCkay. Are all of the classes teaching with
24 an enphasis on law to the | aw students, or
25 are these classes teaching technology to the
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1 | aw students, or both?
2 A. Yeah, | think it was both. | try to be
3 bot h.
4 | try to approach it, because the
5 students -- let's say if they becone, you
6 know, in-house counsel sonmewhere, ny -- |
7 didn't see ny job as nmaking themdigital
8 forensic experts. | saw ny job as educating
9 themon things that could affect their
10 enpl oyer, their future organi zation.
11 What do you do if you're hit with a
12 cyber attack? How do you respond to
13 ransommare? Do you pay the ransom or not?
14 And then we woul d have di scussi ons about
15 these things, so | wanted to get across to
16 the students that cyber risk is business
17 risk.
18 So | wanted to connect with them
19 not so nuch as a techie, | wanted to nake
20 sure they understood why they should care
21 about the information I was sharing wth
22 t hem
23 Q Now, you say in paragraph 5 that you're
24 faculty for the National Judicial College in
25 Reno, Nevada.
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What do you do as a faculty nmenber
for the National Judicial College in Reno,
Nevada?

Sure. So | typically co-teach a course wth
Justice Dan Carruthers of the North Dakota

Suprene Court. We've been teachi ng together
now for maybe five or six years, and usually

once a year, sonetines twce a year, the

Nati onal Judicial College wll contact us
and ask us if we would be willing to put on
our cl ass.

In the past it's been a one-week
course, and then recently we were contacted
to do a three-day course together.

Wat's the title of the course?

The Et hical Use of Evolving Technol ogi es.
What's the focus?

Et hi cs and el ectroni c evi dence.

So Justice Carruthers will talk
about the rules, and | tal k about the
t echnol ogy.

Ckay. So is this, like, don't file a brief
W th sonebody's Social Security nunber that
you got off of an e-nmmil attachnent that you

happen to see while | ooking at the hard
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1 drive of their conputer or --

2 MR. CHESTER: (Object to the form

3 A It's alittle bit different, but you' re on

4 the right track.

5 You know, it's: Can you mne

6 docunents for opposing counsel's track

7 changes? You know, what are the ethical

8 consi derations?

9 And this is for -- the National

10 Judi cial Coll ege, our audience is State

11 court judges, so it's |ike baby judge

12 school. These are typically people that

13 have been appoi nted or el ected, they have

14 typically less than four years on the bench,
15 when they go through baby judge school.

16 The exception is we're getting a

17 nunber of students coming in who are --

18 they're acting as -- | forget the term but
19 we had a student fromthe National Nuclear
20 Regul ati on Agency, | forget what the acronym
21 I's, and he acts as a judge, but he's nore of
22 | i ke an admi nistrative judge.

23 So it's areally interesting group
24 of attendees, but primarily they're State

25 court judges.
www.huseby.com Huseby, Inc. Regional Centers 800-333-2082

Charlotte ~ Atlanta ~ Washington, DC ~ New York ~ Houston ~ San Francisco


http://www.huseby.com

Case 1:17-cv-03140-SDG Document 150 Filed 07/12/19 Page 79 of 277

BUILDINGREPORTS.COM, INC. vsHONEYWELL INTERNATIONAL, INC.

Mark T. Lanterman on 06/06/2019 Page 79

1 Q And you say you've been doing this for five

2 to six years?

3 A.  Maybe four to five.

4 |'ve been teaching with Dan for

5 five to six years, but | think we just

6 brought our class to the Judicial College

7 maybe four or five years ago. Sonething

8 i ke that.

9 Q Is it accurate to say that in this one-week
10 course what you're trying to do is expose
11 t hese new judges to different cases where
12 t echnol ogy has been used in a |legal setting
13 and there was an ethical question, in order
14 to get themthinking about the kinds of
15 things that they m ght be actually
16 confronted with during the course of their
17 wor k as judges?

18 MR. CHESTER. (bject to the form

19 A Yeah, | think that's fair to say, and there

20 were other topics that we covered as wel |.

21 We had a | ot of questions about

22 TAR, technol ogy-aided review, artificial

23 intelligence to do docunent reviews and

24 things like that. W would have a debate.

25 You know, sone things |I |like, he doesn't;
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1 sone things he likes, | don't.

2 So we try to get both opinions

3 acr oss.

4 Q Interesting.

5 How | ong have you been on the

6 faculty for the Federal Judicial Center?

7 A | think maybe three or four years.

8 Q Howintense is the commtnent of being on

9 the faculty for the Federal Judicial Center?
10 MR. CHESTER: (nbject to the form
11 A | don't knowif it's -- | think it's fun, so
12 | don't think of the word intense.

13 BY MR HILL:

14 Q VWiat's the tinme comm tnent?

15 A. | understand your use.

16 It varies. They work around ny

17 schedul e, and basically what they do is they
18 wi |l have nme go around to the different

19 Federal district judicial conferences and

20 present.

21 So last year | spoke at the 11th

22 Crcuit, which was held in Jacksonville,

23 Jacksonvill e Beach, and | presented at the
24 8th Grcuit, which was held in Des Mi nes.
25 So I'll be asked -- and |ast week |
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BUILDI
1
2
3
4
5
6
7
8
9 Q
10 A
11 Q
12
13
14 A
15
16
17
18
19
20 Q
21 A
22 Q
23
24
25 A

presented at the 8th Crcuit District of
M nnesota retreat.

So I'lIl just get a call, we have a
conference, we have a retreat, would you
cone and train our Federal judges?
Sonetines |'masked to do training for court
managers or clerks, but usually it's the
j udges.

What do you train them on?

Depends on the topic of the day.

Let's just start with the 11th Grcuit.

What was the focus of your presentation

t her e?

| di scussed doxxing, cell phone evidence,

phi shing, internet of things, | did a live

tour of the dark web, discussed different

types of cyber attacks. | think that's it.
| can't renmenber any of the other

t opi cs.

Ckay. And what about the 8th Grcuit?

It woul d be the sane thing.

kay. And you indicate in paragraph 6 of

your decl aration that you've provided

training for the U S. Suprene Court?

Yes, | did.
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1 Q And what kind of training did you provide to
2 the U. S. Suprene Court?

3 A.  Sane thing.

4 Wien | spoke at the 11th Grcuit,

5 Justice Thonas is assigned to the 1lth

6 Crcuit. He attended that keynote

7 presentation | gave, and | was invited to

8 the Suprenme Court |ast June.

9 Q Ww, what an honor.

10 A. It was shocking and hunbling, and I'mjust a
11 conputer guy, you know, | don't have a

12 Ph.D., and to get that invitation, 1']

13 never forget it and |I'mvery appreciative,
14 and | got a selfie with them and a coffee
15 mug.

16 Q That's awesone. You' ve spent a | ot nore

17 time with the Suprene Court than

18 99.9 percent of practicing | awers.

19 A Wuat's interesting is | worked on the
20 W sconsi n gerrynmanderi ng case, so | got
21 invited to the Suprene Court, and then a
22 nonth later |I'm back at the Suprenme Court.
23 So, yeah, it was a great experience,
24 "Il never forget it, and |I' m honored.
25 Q Was the extent of your training for the U S
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1 Suprene Court basically nmaking the sane type
2 of presentation that you had done at the
3 11th Crcuit and 8th Crcuit judicial
4 conferences?
5 A Yeah, so the topics are generally the sane,
6 but | try to stay current.
7 | I'ike doing case studies, and,
8 Take a |l ook at this case and | ook at what
9 happened, and this is how the evi dence
10 pl ayed out, and it turned out he was franed.
11 That type of talk.
12 Q Ckay. Now, can you put sone dates on these
13 different conferences for ne? Wat was the
14 year of the 11th Crcuit Judici al
15 Conf erence?
16 A. That was |ast year. 2018.
17 Q And what about the 8th Circuit speech?
18 A That was -- | do the 8th Crcuit al nost
19 every year.
20 Q Ckay. For how | ong?
21 A | think this year will be ny fourth year,
22 but it's usually in the summer.
23 Q | take it the Suprene Court nust have been
24 recent|y?
25 A June of last year.
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1 Q Also 2018?

2 A Yes.

3 Q And you nentioned, going on to page 3 of

4 Exhibit 2, delivering a keynote address at

5 the Chief Justices Conference in Newport,

6 Rhode |sland. Wen was that?

7 A.  That would have been summer of | ast year.

8 Q Also 20187

9 A.  Yes.

10 Q You were nmaking the -- you were on your own
11 | ecture tour in 2018?

12 A | was. But it's an honor when you get these
13 invitations. |[It's hard to say no.

14 Q O course.

15 Chi ef Justice, are these State

16 court appell ate judges?

17 A.  Yes.

18 So these are all of the Chief

19 Justices fromthe 50 State Suprene Courts.
20 Q GCkay. And what was the topic of the keynote
21 addr ess?

22 A. The sane topics. | did alittle nore on

23 cyber attacks and deni al - of -service attacks
24 because a nunber of states were being hit

25 with those. In fact, Mnnesota's court
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1 system was attacked by a denial -of-service

2 at t ack.

3 So | included that, and that was a

4 portion of ny talk, but otherwise it's --

5 the topics tend to stay the sane because

6 they seemto be the nost rel evant.

7 Q So a denial -of-service attack, can you j ust

8 explain what that is so | make sure |

9 under stand what you're tal king about?

10 A. Sure. So think of -- | think of the

11 i nternet as a highway, and if | cone to your
12 website, there's no traffic, there's no

13 traffic jam | conme to your website, | can
14 get there.

15 A deni al -of -servi ce attack,

16 depending on howit's carried out, | could
17 pay soneone to do it, so you have attacks as
18 a service, or you can |aunch them yourself,
19 and basically instead of having five cars on
20 a highway, | now have, you know, ten mllion
21 cars on a highway and no one noves at all.
22 So denial of service just basically
23 means |'mfl ooding you with requests so that
24 no one el se can get to you.

25 | know that's not a great
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1 expl anation, but
2 Q How do you create the traffic for a
3 deni al -of -service attack? Like, how do you
4 put a car on the highway in your anal ogy?
5 A Yeah. Requests, pings, |I'mgoing to send
6 you, or whatever you are, |'mgoing to send
7 you data, I'mgoing to send you a packet,
8 and ordinarily that's no problem but if I
9 fl ood you, then no one else can connect to
10 you.
11 Q Ckay.
12 A So we tal ked about that because the State of
13 M nnesota's court E-filing system had been
14 the victimof a paid denial-of-service
15 at t ack.
16 Q Wiy would soneone want to do that? | nean,
17 ' mfascinated, now that you've told ne the
18 story, about what's the notivation.
19 A Wll, he lost his case, and he was nmad, and
20 he pai d about $200, and he shut down the
21 State of Mnnesota's court E-filing system
22 for, | think, three days, on a budget of
23 $200.
24 And | thought that was horrible,
25 and | thought that it would be, even though
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1 It was an unconfortable conversation, |
2 t hought that it was a good | esson | earned.
3 Q So then you go on to say, Novenber 2018 |
4 delivered the keynote address at Ceorgia Law
5 School 's E-Di scovery annual conference --
6 MR CHESTER  CGeor get own.
7 MR HILL: Wat did | say?
8 MR. CHESTER: Georgi a.
9 MR HLL: I'mtotally honesick at
10 this point. | apologize.
11 BY MR HILL:
12 Q You delivered the keynote address at
13 Georgetown' s Law School E-Di scovery annual
14 conf er ence.
15 A Yes.
16 Q GCkay. And what was the topic of the keynote
17 addr ess?
18 A Again, the sane topics that | tend to cover.
19 | included the dark web, a nunber of
20 exanpl es of cell phone evidence, different
21 cyber security attacks that we were seeing,
22 and | discussed the difference between
23 E- D scovery and forensics, because | think
24 sonetinmes there's sone confusion between the
25 t wo.
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1 Q Go ahead and clue ne in on that, because |
2 think I"mprobably a little confused about
3 the difference between E-D scovery and
4 forensics nysel f.
5 A Sure. So the case study that | use is | had
6 been -- | was appointed as a special master
7 In a discovery dispute, and it was an
8 | nsurance conpany group of executives quit,
9 and formed their own conpeting organization.
10 A bunch of insured canceled their policies,
11 t hey noved to the new group, and so now
12 there's litigation.
13 During di scovery docunent demands
14 are made, give us your e-nmails, defendant
15 said this isn't an e-mail case, and it
16 turned into a big discovery fight.
17 A special master steps in and says,
18 Nope, Lanterman is going to collect the data
19 from defendants, plaintiffs you supply
20 search criteria, Lanterman wl |l apply your
21 search criteria to the defendant's data,
22 what ever is responsive gets produced to
23 defendant's counsel first, so that they can
24 review for privilege and responsiveness, and
25 t hen defendant's counsel produces to
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1 plaintiffs. So it was straightforward
2 protocol. Defendants didn't like it, but so
3 be it.
4 So one docunent that | produced was
5 a cartoon chicken. So the defendants, How
6 Is this relevant? This whole search is a
7 circus. This is crazy. So | had to -- |
8 got called on the carpet, and | had to
9 expl ain why | produced a cartoon chicken,
10 because it's -- howis that rel evant?
11 So what | did was is | opened the
12 cartoon chicken -- we had a neet-and-confer,
13 so | had to explain to the [awers why |
14 turned over the chicken, so | opened the
15 cartoon chicken with Notepad, a text editor,
16 and pulled it up, and it's a bunch of
17 gar bage, but then when you scroll to the end
18 of the file to what's known as the file
19 slack, it's like the garbage at the end of a
20 VCR tape that you watched years ago. |
21 don't care about what's on the tape from
22 yesterday, | want to see what was there from
23 before, so, |ike, the garbage at the end of
24  the VCR tape.
25 As | scroll through the garbage in
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1 the file, | get tothe file slack at the end

2 and here's a fragnent of a deleted e-nail

3 saying, Hey, Chris, | have had the actuari al

4 data fromthe servers, let's give notice in

5 the norning and let's start sendi ng out

6 policy premiumnotices. Cha-ching. And I

7 said, That's why the cartoon chicken is

8 rel evant.

9 And so it's -- | view forensics as
10 E- Di scovery on steroids. Not every case is
11 a forensic case, but | found forensic cases
12 tend to get to the point a little quicker,
13 and because of that they seemto be |ess
14 expensive for the client.

15 Q Ckay.

16 MR. CHESTER: How are we doing on
17 time?

18 MR. HILL: Maybe about anot her
19 15 mnutes. |s that okay?

20 MR. CHESTER: Oh, yeah. Lunch
21 break at that point.

22 BY MR HILL:

23 Q So you're not a |lawyer, correct?

24 A. Correct.

25 Q GCkay. And you've been appointed by the
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1 M nnesota Suprene Court to serve as a nenber
2 of M nnesota Lawyer's Professional
3 Responsi bility Board, correct?
4 A Yes.
5 Q And what does that -- what does that entail ?
6 A Well, as you know, sonetines clients file
7 conpl ai nts against their |awers, you know,
8 | don't |ike what you did, you're unethical,
9 you took ny noney and you didn't do what you
10 said you were going to do.
11 So, in Mnnesota, there's sonething
12 known as The Lawyer's Prof essional
13 Responsibility Board, and so when a citizen,
14 or sonetines another attorney, has an
15 et hical conplaint about another attorney it
16 gets sent in, an investigation is done,
17 recommendations are made, and then if it's
18 appeal ed, then it goes to a board nenber.
19 So I'mlike the appellate |evel.
20 So | don't do the investigation as to
21 whet her or not you stole your client's
22 noney, |'mreviewing the investigator's
23 report, and |I'mreview ng your appeal.
24 And then | nmake the final decision
25 for cases assigned to ne. There's no appeal
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1 fromne.

2 Q How many nenbers are there on this board?

3 A (Good question. | want to say about 20.

4 Q How nuch of your tine is spent doing the

5 work that's required of the board nenbers?

6 A | would say, | nean, nore than I

7 anti ci pat ed.

8 And sone cases are a little nore

9 I nvol ved than others and sone go to

10 heari ngs.

11 | would say | spend at |east four
12 hours a week doing this work.

13 Q And how | ong have you been on this board?

14 A | think it was February -- no, Decenber of
15 2017 | was appointed, and it went into

16 effect, | believe, February 1lst of 2018, and
17 then | think it was in Novenber of |ast year
18 | was appointed to the Opinions Commttee.
19 So if there are rules and there's
20 di scussi on about changing the rules, it has
21 to go through our commttee, we nake

22 recommendations to the M nnesota Suprene

23 Court.

24 Q How nuch tinme have you had to spend since

25 you started serving on that conmttee?
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1 AL Oh, on that commttee? |'mgoing to say
2 probably, in total, only about nine hours.
3 We' ve had three tel ephonic
4 neetings, but nost of that tinme is just
5 r eadi ng.
6 Q You also co-author the M nnesota State Bar's
7 E- D scovery Desk Book; is that correct?
8 A.  Yes.
9 Q And when did you start doing that?
10 A Wll, that's an annual project. | think ny
11 first full chapter nmaybe three years ago,
12 and then |'ve done two annual suppl enents
13 si nce then.
14 Q \Wat's your chapter on?
15 A. Digital forensics.
16 And | think | focused on working
17 with forensic experts, if I recall. 1'd
18 have to doubl e-check that.
19 Q GCkay. How nmuch tine is spent each year on
20 t hese annual suppl enents when you' ve done
21 t henf
22 A. About a day.
23 Q You go on to say, in paragraph 9, that
24 you're the contracted conputer forensic
25 expert for the Hennepin County Sheriff's
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Ofice; is that right?

Yes.

And is that a paid position?

Yes.

kay. Do they pay your hourly rate, or are
t hey contracted on sone ot her kind of
conpensati on basi s?

Yeah. So it's a -- right now we are in our
first year of a three-year contract. |[t's
$250, 000 a year we're paid.

Regardl ess of tine?

No. I'msorry. To clarify.

We bill by the hour, but that's how
much -- the $250,000 is how nmuch the budget
I's, and nmy agreenent with the sheriff's
office is if they run out of noney, |'l]I
help themfor free, because | don't want to
see a bad guy get away, and | don't want to
see an innocent person go to the clink
because sone cop nade a m st ake.

Got it.

As the conputer forensic -- well,
let's | ook at the next, you al so have a
simlar contract with Washi ngton County

Attorney's Ofice; is that correct?
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1 A Yes.

2 Q Is that like a district attorney type?

3 A. It's the county prosecutor. So, yeah, |

4 think in Georgia | think you have

5 district -- sane thing. It's like the

6 county's prosecutor.

7 Q O solicitor?

8 A. Solicitor, yep.

9 Q Is that also a contract arrangenent?

10 A Yes.

11 Q And these -- just to be clear, these are

12 contracts with Conputer Forensic Services?
13 A.  Yes.

14 Q VWat's the arrangenent with the Washi ngton
15 County Attorney's Ofice?

16 A, Simlar to Hennepin County.

17 W bill them by the hour, but they
18 are budgeted for $50,000, but if we go over
19 that, they said that they would have to just
20 find nore noney.

21 Q Soit's not a hard cap, like with the other
22 one?

23 A It's not a hard cap.

24 Q Ransey County Attorney's Ofice, what's the
25 arrangenent there?
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1 A. Yep. It's the sane as the Washi ngton County
2 attorney, so it's a $50,000 -- we know t hat
3 that's been budgeted, it's not a problem
4 getting up to that dollar amount. If we
5 need to go over it, then the agreenent is
6 they would just need to try to find nore
7 noney.
8 Realistically |I'd probably help
9 themfor free, too, if | had to. | do it
10 because their cases are fun to work on.
11 Q Metropolitan Airports Conm ssion, what's the
12 arrangenent there?
13 A.  The arrangenent there is we have a retainer.
14 | don't recall the dollar anpbunt, but it's
15 significant, and we are their incident
16 response team
17 Basically if the airport suffers a
18 cyber attack or a cyber security event,
19 we're on speed dial, and we suppl enent the
20 airport's -- or the MAC s internal IT
21 security staff, but they then act at our
22 direction, and we act at the general
23 counsel's direction.
24 Q GCkay. And so -- | just want to nake
25 sure -- I'"'mgoing to give you an exanpl e
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1 just to nmake sure that nmy own
2 understanding -- that | have a correct
3 under st andi ng of the nature of your
4 anticipated role with the Metropolitan
5 Ai rports Conm ssi on.
6 Earlier you were tal king about
7 deni al -of-service attack. |I'mjust going to
8 use that as a for instance. |If there was a
9 deni al -of -service attack directed to the
10 Metropolitan Airports Comm ssion, you're on
11 speed dial to cone in and help themrespond
12 to it, whatever that may entail ?
13 MR. CHESTER: (bject to the form
14 A Yes. Also -- so, yes, what you said is
15 correct, but also if there are internal
16 personnel investigations. You know, did
17 this person send an inappropriate text
18 nmessage to this other enployee? So things
19 | i ke that.
20 But anyt hing i nvol ving forensics or
21 cyber security, we are their contracted
22 preferred vendor.
23 BY MR HILL:
24 Q Ckay. Does your arrangenent with the
25 Hennepin County Sheriff's Ofice, WAshi ngton
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County Attorney's Ofice, or Ransey County
Attorney's Ofice include this aspect of

I nci dent response for cyber security events?
A Yes.

kay. So that's in addition to the
forensics work that you perfornf

A, Yes.

Q GCkay. And M nneapolis/St. Paul

© o N o o A~ W N B
O

I nternational Airport, was just there

10 nysel f, headed back there | ater today --

11 A Yeah, so that's the sane thing.

12 So the Metropolitan Airports

13 Comm ssion, they nmanage the airport. So our
14 contract is wth the MAC, but the MACis the
15 airport.

16 Q Okay. And this retainer that you nentioned,
17 is it -- there's lots of different ways that
18 retainers can be structured. Do they just
19 pay you a set anount per nonth?

20 A. They pay us a lunp sum and | just don't

21 recall what the anmount is, but it's

22 substanti al .

23 They pay a |unp sum and then we

24 bill against that retainer, and then if we
25 need to replenish that retainer, we notify
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the airport and then they replenish it.
So at the end of the day, you're billing MAC
by the hour?
That's correct.
kay. And now are the hourly rates that you
charge anongst the sheriff's office, these
county attorney's offices, and the MAC, is
It always the sane rate?
No.
Ckay. How does that work?
Law enforcenent -- so by |aw enforcenent,
I"'mreferring to the sheriff's office and
county attorneys, they can't really often
afford our regular rates, so we di scount
those rates. | don't know what the di scount
is, but I think it's about probably $150 an
hour, sonething like that, just because |
think it's inportant work.

So I'mnot -- | don't want to break
t heir budget because they have sone bi g,
hi gh-profile investigation they're working
on. The airport, we charge our retail rate.
Okay. \What about the county attorneys
of fices?

| consider themthe sane as | aw enforcenent.
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1 So they get the discounted.

2 Q Al right. Geat.

3 So does everybody in your

4 M nneapolis office -- Mnnesota office, do

5 they all bill their time by the hour when

6 they' re doing work for different clients of

7 Conmput er Forensic Services?

8 A.  Yes, with one exception.

9 Q \VWhat's the exception?

10 A If we are creating a forensic inage of a

11 hard drive, that's a flat rate.

12 So if you hire us, and you cone to
13 our office and you say, This is ny client's
14 hard drive, | want to retain you, well, our
15 first step is preservation, we plug it in,
16 we create a forensic inage, but because |I'm
17 at ny office, and that's kind of a point and
18 push and | can wal k away, that's a fl at

19 rate.

20 So we charge $300 for the creation
21 of a forensic inage. W don't bill by the
22 hour for that. Oherwi se all services are
23 billed by the hour.

24 Q Can you create a forensic inmage of a drive
25 renot el y?
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1 A | don't like doing that. [t can be done.
2 It's not great. It takes up a | ot of
3 bandw dt h, and the work product woul d not be
4 as good as it would otherw se be.
5 VWhat | nean by that is if | am
6 renote, | can collect anything that your
7 operating systemcan see, but if it can't
8 see it, | can't see it, because |'mrenote,
9 which neans | |ose a |ot of deleted
10 material. | don't like |osing deleted
11 materi al, because often that's where, you
12 know, your key evidence is, you know,
13 because they destroyed key e-nmails the day
14 after you sued them
15 So | don't like doing renote
16 collections. It is possible. You can do
17 renote collections for web-based e-nmai
18 accounts, |like the nore E-Di scovery-type
19 services, that's fine, but when it cones to
20 hard drives and cell phones, | want to touch
21 it.
22 Q GCkay. | don't want to put words in your
23 nout h, but | do want to keep novi ng al ong,
24 so just tell nme if I've got this wong, your
25 nor mal business practice, when it cones to
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1 i maging drives, is to do it on-site touching
2 t he device, whether it's the hard drive of a
3 conputer or a cell phone operating system
4 correct?
5 MR. CHESTER: (bject to the form
6 A. Al nost.
7 BY MR HILL:
8 Q Ckay.
9 A. W typically recommend either deliver the
10 device to us or ship it to us. W get
11 90 percent of our evidence delivered via
12 FedEx, because we have clients nationally.
13 So we can go on-site, you know, |ike, if you
14 have a case involving a hospital, well, the
15 hospital can't ship their server to us, so
16 we have to go there.
17 So we can do on-site. It's a
18 better use of noney if we do it at our
19 office. If | have to go on-site, | bill you
20 the $300, plus | bill you for ny tine.
21 Q CGot it.
22 So a client wants to have you take
23 an image of the drive on their cell phone,
24 they can ship you the cell phone?
25 A Ship ne the cell phone, 24-hour turnaround
www.huseby.com Huseby, Inc. Regional Centers 800-333-2082

Charlotte ~ Atlanta ~ Washington, DC ~ New York ~ Houston ~ San Francisco


http://www.huseby.com

Case 1:17-cv-03140-SDG Document 150 Filed 07/12/19 Page 103 of 277

BUILDINGREPORTS.COM, INC. vsHONEYWELL INTERNATIONAL, INC.

Mark T. Lanterman on 06/06/2019 Page 103

1 time.

2 So we get the cell phone, we

3 collect it, soif it arrives in the norning,

4 we'll ship it back to you that afternoon.

5 Q Likewise, I've got an old workstation, for

6 sone reason it becones relevant to an

7 I nvestigation, |I can just pull the hard

8 drive out, ship it to you via FedEx, you'l

9 image it and turn it around and ship it back
10 to nme?

11 A Exactly right.

12 Q Ckay. And would you describe that as your
13 normal practice -- normal practice to either
14 receive it by mail of sonme sort or go

15 on-site and get it when it cones to hard

16 drives or devices like cell phones?

17 MR. CHESTER. (bject to the form
18 A Yes. So we accept evidence via FedEx, we

19 try to discourage the other carriers, we

20 prefer FedEx, or you can deliver it, you can
21 have your client deliver it, you can courier
22 It. You know, however it gets to us.

23 We do what we have to do, and then
24 we're m ndful people don't want to be

25 Wi thout their cell phones, so we try to get
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1 this done as quickly as we can and get that
2 sent back.
3 So, you know, with | aw enforcenent,
4 for the chain of custody, they just deliver.
) BY MR HILL:
6 Q Cot it.
7 That actually | eads into another
8 guestion | had, which is: Wen you're
9 doing -- when you're receiving things from
10 clients at renpte | ocations, or sending it
11 to you by mail, what is your standard
12 practice for handling chain of custody?
13 MR. CHESTER: (bject to the form
14 A Sure. So if you ship us whatever it is,
15 let's say a hard drive or a cell phone, it
16 arrives, we -- depending on the case, and if
17 t he packaging arrives, if it's dented or
18 di nged up, we photograph it, everything that
19 cones in we photography, if it's a case that
20 we know about, we will accept delivery at
21 the front desk by FedEx, we log in, we have
22 a conputer at the front desk that keeps
23 track of our intakes, so we'll nmake sure
24 there's a case assigned, case nunber
25 assigned, we type in serial nunbers, here's
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1 a picture of the hard drive, and this is a
2 case from Attorney Smth, and it's U S.
3 ver sus what ever.
4 So we do that chain of custody, we
5 will print out a paper copy, and that's for
6 the client, we include that, we ship that
7 back to the client so that the client has a
8 chain of custody docunentation, we'll do the
9 I maging, ship it back with that piece of
10 paper just saying on Monday the 3rd |
11 recei ved your iPhone 7, and four hours |ater
12 It was handed back to FedEx.
13 Q Ckay. GCot it.
14 Now, woul d you say that your nor mal
15 busi ness practice, when you are gathering
16 e-mail from |ike, an exchange server, in
17 connection with a case, so there's a case,
18 you' ve got five custodians, you're gathering
19 up their nmail boxes off of an exchange
20 server, is your normal practice to do that
21 renotel y?
22 MR. CHESTER: (nbject to the form
23 A It depends on the client's configuration.
24 Over tine we're now doing nore and
25 nore renote e-mail collections. So it's
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1 nore comon now than it ever has been.
2 We're seeing a | ot of organizations noving
3 to the Coud, typically Ofice 365.
4 So if you retain us, and you need
5 me to collect e-mail from 30 custodi ans, and
6 you're using Ofice 365, | can do that
7 renotely. And the collections are usually
8 pretty good. W tend to get a | ot of
9 del eted stuff, which surprises ne, but the
10 renote collections for Ofice 365 |'ve been
11 happy w t h.
12 Q Ckay.
13 MR H LL: Wy don't we nmake this
14 t he [unch break.
15 MR. CHESTER: Sounds good.
16 VI DEOGRAPHER: We are going off the
17 record at 11:51 a.m
18 (Wher eupon, a lunch recess was taken.)
19 VI DEOGRAPHER: We are back on the
20 record. This is nmedia nunber 3 in the
21 deposition of Mark T. Lanterman taken on
22 June 6, 2019. The tine is 12:52 p. m
23 BY MR HILL:
24 Q Good afternoon.
25 Just a few nore questions to close
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1 out the line of questioning we were on when

2 we stopped for the lunch break.

3 When di scussing renote coll ection

4 of e-mail, you nentioned the C oud and

5 Ofice 365. |Is the Ofice 365 C oud-based

6 e-mail an alternative to a traditional

7 exchange server environnent?

8 MR. CHESTER: (nbject to the form

9 A.  Yes.

10 BY MR HILL:

11 Q Yes. Just nmking sure that | understood

12 what you' re doi ng.

13 When you collect e-mail renotely,
14 what conputer or conputers are used in that
15 gat heri ng process, from your end?

16 A. Sure. So we have a stand-al one conputer

17 that we connect to the internet only for the
18 duration in which we're collecting or we're
19 downl oadi ng the custodi an's nai | boxes, and
20 then that's disconnected from our internet
21 connecti on.

22 Q And | take it, when you say stand-al one, you
23 nmean it's not used for any purpose except

24 for the purpose of gathering those e-nmuils,
25 coll ecting thenf
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1 A. Yes, sir.
2 Q Do you have wifi in the Conputer Forensic
3 Services's office here in M nnesota?
4 A.  \Wien we have guests, sonetines we host
5 depositions, we wll activate a guest wfi
6 network for them but we don't have a w fi
7 net wor K.
8 Q Okay. Do enployees in your Mnnesota office
9 ever browse the internet?
10 MR. CHESTER: (nbject to the form
11 BY MR HILL:
12 Q Fromyour office location, to your
13 know edge.
14 A If there is a need to do so related to a
15 case, then a task-specific conputer would be
16 connected to our internet connection to do
17 that, then when that work is done, it's
18 di sconnect ed.
19 Q Ckay. And what about browsing using
20 handhel d devi ces?
21 A W don't control their handhel d devi ces.
22 So if they want to, you know,
23 browse Drudge Report during lunch on their
24 phone, that's fine with ne.
25 Q Do your office personnel receive sone type
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1 of dedicated cell phone or other handheld
2 device for strictly use on Conputer Forensic
3 Services projects?
4 MR. CHESTER: (Object to the form
) A, No.
6 BY MR HILL:
7 Q So you're famliar with the phrase BYOD?
8 A.  Yes.
9 Q Wuuld you say you're a BYOD environnent ?
10 MR. CHESTER: (nbject to the form
117 A Only when it cones to personal cell phones.
12 BY MR HILL:
13 Q R ght. Ckay.
14 Just for the record, BYOD neans
15 bring your own device, right?
16 A Yes, it does.
17 Q Ckay. Thank you. Appreciate that.
18 MR. HLL: Let's mark this as the
19 next exhibit. It will be Exhibit 3.
20 (At this time LANTERVAN Deposition
21 Exhibit 3 was marked for identification
22 by the Court Reporter.)
23 BY MR HILL:
24 Q The Court Reporter has handed you Exhibit 3.
25 Do you recognize this exhibit?
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1 A | do. It appears to be a report that I

2 submtted in a lawsuit in Federal Court here
3 I n M nnesot a.

4 Q And fromthe top line on every page of the

5 docunent it looks like this was a docunent

6 that was filed in connection with a court

7 case in May of 2012; is that right?

8 A. | think that's correct.

9 Q And can you just turn to page 7 of the

10 ei ght - page docunent? It will be the

11 next-to-|ast page.

12 A ay.

13 Q Do you recognize this as a page fromyour CV
14 as it existed in or about April/ My 20127

15 A.  Yes, it appears to be.

16 Q So | ooking down the education, it |ooks |ike
17 you graduated Upsala Coll ege? Am |

18 pronounci ng that correctly?

19 A Upsal a.
20 Q Upsala College wiwth a bachel or of science in
21 conputer science in 19887
22 A Yes.
23 Q GCkay. And where is Upsal a?
24 A.  Scenic East Orange, New Jersey.
25 Q Ckay. Is that where you grew up?
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1 A | grewup -- | was born in northern
2 New Jersey, but | grew up in Philadel phia
3 and went to school in East Orange because it
4 was near ny grandparents where | |ived.
5 Q GCkay. And then it |ooks like you got a
6 master's in conputer science in 1990; is
7 that correct?
8 A Yes, sir.
9 Q And was that also from Upsal a?
10 A. Yes, sir.
11 Q Ckay. Were you working while you were doing
12 your naster's coursework?
13 A Yes, sir.
14 Q Okay. |Is this when you were self-enpl oyed
15 wor Ki ng on conputers?
16 A Yes, but | was a |ifeguard as well.
17 Q Ckay. You nentioned at the very bottom the
18 | ast two entries, | don't think we've talked
19 about either of these, the John Reed
20 Advanced Interrogation Training. Wat is
21 t hat ?
22 A. As a police investigator, | primarily did
23 two things: | analyzed el ectronic evidence
24 and | got confessions. So | was an
25 I nt errogator.
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1 Q Wat did the training -- what did that
2 training consist of? Was it a week?
3 Two weeks?
4 A | believe it was a two-week course, Monday
5 t hrough Friday, 9 to roughly 5.
6 Q And you did that while you were an officer
7 for which departnent?
8 A.  That was when | was with Hopkins and the
9 Secret Service.
10 Q And is Hopkins suburban Phil adel phia, or am
11 | mxing ny police departnents now?
12 A Yeah. Hopkins is a suburb of M nneapolis.
13 It's due west of here.
14 Q Ckay. Wat about -- it says Search Internet
15 I nvestigation Training, what is that?
16 A. Search is an organi zation that conducts
17 training for, typically, |aw enforcenent. |
18 don't know if they offer training to
19 civilians. They may. And that was -- |
20 don't recall if that was one week or
21 two weeks.
22 Q VWihat's the focal -- what kind of internet
23 I nvestigation training are they supplying?
24 A Well, the training dealt with a few things.
25 It had to do with collecting social nedia
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1 artifacts, and that was, you know, back
2 probably right around the tinme Myspace
3 started.
4 It had to do with dark web
5 I nvestigations, child pornography
6 I nvestigations.
7 Q Sois this learning, |like, techniques for
8 searching on the internet for probative
9 information relating to an investigation?
10 A Yes, it's that, and how to properly collect
11 that evidence. Their training was you can't
12 just print out a website and that's good
13 enough, it doesn't work |ike that, you need
14 todoalittle bit nore.
15 So | thought it was good training.
16 It was a worthwhile use of tine.
17 Q And you said it was one to two weeks?
18 A Yeah, | don't recall. It was one to two
19 weeks. It was no |onger than two.
20 Q \Wat year was that?
21 A | don't recall.
22 (At this time LANTERMAN Deposition
23 Exhibit 4 was marked for identification
24 by the Court Reporter.)
25 BY MR HILL:
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1 Q The Court Reporter has handed you Exhibit 4.

2 Do you recogni ze this as a page

3 fromyour CV, circa 20107

4 A | think so. | don't know what ny CV -- |

5 don't renenber what it would look like in

6 2010, but fromthe filing stanp -- | have no

7 reason to believe that this is not ny CV

8 fromthat tinme period.

9 Q I'll represent to you that this was taken as
10 an exhibit to a report or an Affidavit that
11 you had filed in connection with a court
12 case in February of 2010.

13 A.  Sure.

14 Q So you don't have any reason to di sagree
15 wth the authenticity of this --

16 A Oh, no. In fact, I think I know the case
17 this was.

18 Q \Wat case was that?

19 A | think it was the Intoxilyzer source code
20 analysis in front of Judge Donovan Frank.
21 Q Yes.

22 A. That was an interesting case. M clients
23 weren't happy, but

24 Q I've actually had a case in front of Judge
25 Frank years ago.
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1 | represented five of 255 patent

2 I nfri ngenent defendants that were sued in

3 the sane case. It was a nulti-district

4 case. That's the one exception to the class

5 action --

6 MR HLL: OCkay. Let's mark this

7 as Exhibit 5.

8 (At this tinme LANTERMAN Deposition

9 Exhibit 5 was marked for identification

10 by the Court Reporter.)

11 BY MR HILL:

12 Q The Court Reporter has handed you Exhibit 5.

13 "Il ask you to take a | ook at that

14 and let nme know if you recognize it.

15 MR. CHESTER: Are you done with

16 Exhi bit 47

17 MR HILL: Yes.

18 A I'mnot sure if | recognize this. | think I

19 remenber the case this was about. The

20 formatting is a little bit different than

21 what | usually do. | renenber the case and

22 | think this is accurate. | just don't

23 recal | .

24 BY MR HILL:

25 Q Turn to page 8, and just tell ne whether or

www.huseby.com

Huseby, Inc. Regional Centers 800-333-2082

Charlotte ~ Atlanta ~ Washington, DC ~ New York ~ Houston ~ San Francisco


http://www.huseby.com

Case 1:17-cv-03140-SDG Document 150 Filed 07/12/19 Page 116 of 277

BUILDINGREPORTS.COM, INC. vsHONEYWELL INTERNATIONAL, INC.

Mark T. Lanterman on 06/06/2019 Page 116
1 not you recogni ze that as your signature on
2 t he docunent.
3 A Yes, it is.
4 Q And if you | ook at paragraph 24, imediately
5 above it, it says, "I hereby declare that
6 all statenents nade herein of ny own
7 know edge are true, and that all statenents
8 made on information and belief are believed
9 to be true. | further declare that all of
10 nmy statenents are nade with know edge, and
11 that willful false statenents are punishable
12 by fine or inprisonnent or both under
13 Section 1001 of Title 18 of the U S. Code.™
14 Do you see that?
15 A.  Yep, | see that.
16 Q So you understood, when you signed this,
17 that this was witten testinony that was
18 being submtted in a patent trial and appeal
19 board proceeding before the U S. Patent and
20 Trademark O fice, correct?
21 A Yes. If this was what | submtted then,
22 yes, that was ny understandi ng.
23 Q Can you turn a few pages farther to the page
24 that | ooks like that? It's an exhibit
25 (i ndicating).
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A Ckay.

Q Is this your professional résumg as it

exi sted | ast year?

A. | believe so, yes.

So if you note under Education and
Certifications, it says "Harvard University

cyber security.”

© o N o o A~ W N B
O

A Yes.
Q Wen did you attend Harvard University?
10 A It was | ast year.
11 Q How long were you at Harvard for?
12 A | believe it was a five-nonth program
13 Q How frequently -- how many courses did you
14 take during the five-nonth progranf
15 A It was the one course, cyber security.
16 Q D dthe course -- did you receive credit
17 towards a doctoral degree as a result of the
18 course taken?
19 A Not that I know of.
20 Q Are you working towards a doctorate in
21 conputer science or any related field?
22 A No.
23 Q D d you receive a degree fromHarvard as a
24 result of having taken this course?
25 A | received -- that course was a certificate
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1 program So | received a certificate.
2 Q \VWere is that certificate?
3 A. At ny office.
4 Q Now, the five-nonth programin 2018, was it
5 during the first half of the year, second
6 hal f of the year, both?
7 A Mddle.
8 Q Mddle of the year?
9 A. Yeah. M recollectionis it was probably
10 started maybe end of spring until the
11 begi nning of fall or so.
12 Q D d you actually go to Canbridge,
13 Massachusetts for this course?
14 A Not for that. M daughter was a student
15 there, so, yes, | went there, but not for
16 this class.
17 Q \Were did you take this class?
18 A It's a renpte course. It nmet once a week,
19 but then you had significant readi ngs during
20 the course of the week.
21 Q Wen you say net once a week, how did that
22 wor k?
23 A That was online.
24 Q I've never -- you'll have to excuse ne,
25 because I'mold school, and | finished ny
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1 own cl ass work before there was such thing
2 as online education.
3 How do the classes work in the
4 onli ne environnent ?
5 A So actually pretty great. It was all -- it
6 was done kind of sonething ala Skype, |ike
7 video chats, and the instructors and guest
8 speakers woul d have vi deos, you'd watch the
9 vi deos, you'd have online, | guess,
10 conversations wth your classnates
11 di scussing the topics that you're covering
12 t hat week.
13 So it was actually harder than |
14 expected it to be.
15 Q D d you have to apply to be accepted into
16 this progranf
17 A | had to fill out an application.
18 Q Is this Harvard University or is this the
19 ext ensi on school ?
20 A | don't know It says Harvard University.
21 So |'m not sure.
22 Q Do you know what the Harvard University
23 Ext ensi on School is?
24 A.  Yes.
25 Q Ckay. But you don't know whet her or not you
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1 sent the application for the cyber security
2 to the Harvard extensi on school as opposed
3 to the main Harvard adm ssi ons departnent?
4 A | don't recall.
5 Q You alluded to faculty for the course. Who
6 were the instructors for the course?
7 A. At Harvard?
8 Q Yes.
9 A It was a fornmer Witehouse cyber security
10 advi sor.
11 Q Do you know his nane?
12 A | don't recall. | could get it for you. |
13 just don't recall.
14 Q VWhat do you recall about the topics in cyber
15 security that were studied during the
16 five-nonth progranf
17 A There were a |lot of topics.
18 Q Let nme ask it a different way, because
19 you' ve al ready expressed a | ot about a | ot
20 of different topics this norning.
21 Are there any topics that you
22 studied at the cyber security course that
23 you took | ast year that were not topics that
24 you had been exposed to through other
25 courses that you've been involved in?
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1 MR. CHESTER: (nbject to the form
2 A |I'msure there were.
3 BY MR HILL:
4 Q Tell me what was new that you recall from
5 t hat course that you hadn't studied or
6 t aught before.
7 A | think the sane topics that |'ve studied
8 before. | just don't recall. | don't
9 recal |l anything new.
10 Q W talked a little bit this norning about
11 deni al of service attacks.
12 Are you famliar with the term
13 di stributed denial of service?
14 A Yes.
15 Q VWhat is a distributed denial of service?
16 A A distributed denial of service would be
17 much nore successful. You woul d use
18 multiple attack vectors, nultiple devices.
19 You're controlling essentially an
20 arny froma single point in order to |aunch
21 t he attack.
22 Q So nmultiple attack vectors, by that are you
23 tal ki ng about attacks fromnultiple
24 different I P addresses?
25 A Yes. And frommnultiple different devices.
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1 Q Are you famliar with the term proxy server?
2 A Yes.
3 Q Are you famliar with the term proxy server
4 in the context of a distributed
5 deni al - of -servi ce attack?
6 MR. CHESTER: (Object to the form
7 A.  No.
8 BY MR HILL:
9 Q Ckay. What's a proxy server?
10 A A proxy server -- well, exactly what it's
11 called. It acts as a -- it's essentially a
12 gateway that acts as a proxy. | don't like
13 using a word to describe itself, but I don't
14 know how el se to describe it.
15 Q Wuuld a proxy server have the sane |IP
16 address as another server or would it have a
17 uni que | P address?
18 MR. CHESTER. (bject to the form
19 BY MR HILL:
20 Q To your know edge.
21 A | think it depends on how it was confi gured.
22 Q So it could be configured either way
23 concei vabl y?
24 MR. CHESTER. (bject to the form
25 A.  Yes.
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1 BY MR HILL:
2 Q Are you famliar with the term
3 man-in-the-m ddl e attack?
4 A Yes.
5 Q Wiat's a man-in-the-mddle attack?
6 A Man-in-the-mddle attack is essentially the
7 attacker is in between you and what you are
8 attenpting or what you have connected to,
9 and is either -- the man in the mddle is
10 ei ther inpersonating you, going to your
11 destination, or is sinply listening in on
12 what you're doing, what you' re transferring.
13 W see man in the mddle attacks
14 primarily in attacks agai nst websites in
15 steal i ng user nanes and passwords at hotels
16 and sporting events.
17 Q Are you famliar with the term | P spoofing?
18 A.  Yes.
19 Q \Wat's | P spoofing?
20 A. |IP spoofing is if |I take on an I P address in
21 an effort to mask nyself and appear to be
22 comng froma destination other than where
23 |'"'mactually com ng from
24 Q Howdifficult is it to launch an |IP spoofing
25 attack?
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1 MR. CHESTER: (nbject to the form
2 BY MR HILL:
3 Q Let ne rephrase.
4 How difficult is it to engage in |IP
5 spoofi ng?
6 A.  Very easy.
7 Q Are you famliar with the termrepl ay
8 attack?
9 A. Howis that being used?
10 Q I'mjust asking the questions.
11 A Replay attack? | think I know --
12 Q Tell me the context in which you are
13 famliar with the phrase replay attack.
14 A You know, |'m hesitant, because |'d be
15 speculating. | don't know how that's being
16 used.
17 Q GCkay. You testified this norning about sone
18 of the coursework in which you -- and
19 speeches you' ve given where phishing has
20 been a topic. | don't think | ever asked
21 you for an explanation as to what phishing
22 actually enconpasses, so why don't you tell
23 me what phishing is.
24 A Sure. Well, | cover that topic in al nost
25 all of ny semnars because | think it's, in
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1 nmy experience, that's how nost attacks are
2 carried out.
3 And essentially, if I'mthe
4 attacker, and you're ny intended victim |
5 will send you an e-mail saying -- maybe |
6 | npersonate your law firm s managi ng
7 partner, and you are in charge of HR at the
8 law firm and | inpersonate your nmanagi ng
9 partner and | say, Hey, | need a copy of all
10 W2 information right away, chop-chop.
11 Wel |, when you receive an e-mail,
12 typically you see the person's nane and
13 you're going to recogni ze your managi ng
14 partner, but nost people don't | ook at the
15 e-mai | address, so they just hit reply,
16 attach the W2 information, and off it goes.
17 So phishing -- in ny experience,
18 hackers need our help, they try to trick us,
19 and usually that's how they do it.
20 Q Do you know what a drive-by attack is?
21 A | think I know how it's being used.
22 Q In your experience, what does a drive-by
23 attack refer to?
24 A Well, | refer toit as -- it could be called
25 drive-by. | refer to it as war driving.
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1 Q As what?
2 A, War driving.
3 Q WAR?
4 A Yes.
5 Q Ckay.
6 A.  And basically, you get in a car and you
7 drive around sone targets that you're
8 i nterested in attacking, and you try to find
9 open networks that let you |l aunch the
10 attack. That's how TJ Maxx was breached.
11 They had an open wifi, the attacker sat in
12 the parking lot and stole a bunch of credit
13 card nunbers.
14 So it's just driving around trying
15 to find a good target.
16 Q Cot it.
17 Have you ever heard of a drive-by
18 attack in the context of, l|ike, planting
19 sone type of nmalicious script into http code
20 on a website so that when sonebody el se
21 browses it, it conmes across that code, and
22 it infects their browser?
23 A Yes, | have seen that.
24 Q You call it sonething el se?
25 A | just call it malicious code.
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1 Q GCkay. Do you know what a brute force
2 password attack is?
3 A.  Yes.
4 Q VWiat's a brute force password attack?
5 A If -- well, if you retain ne on a case, |
6 have a conputer, there's a key docunent that
7 you have to access, but the fornmer enpl oyee
8 password-protected it, and you can't get
9 into it, and none of the known passwords
10 wor k, often you need to resort to brute
11 force password attacking, which essentially
12 neans you have to guess every password until
13 you get one that's right.
14 It's not very efficient, it can
15 take a long tine, depending on the |ength of
16 t he password, but sonetines it's your only
17 opti on.
18 Q Are there conputer prograns that people have
19 designed to try to engage in the practice of
20 brute force password attacki ng?
21 A Yes.
22 Q Are you famliar with the terminjection --
23 dictionary attack?
24 A.  Yes.
25 Q \Wuat's a dictionary attack?
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1 A (&oing back to the last exanple, if we have a
2 Word docunent, and I'mtrying to guess the
3 password, before | would start a brute force
4 attack, | would try to take a dictionary
5 file, and hopefully you used a word fromthe
6 dictionary as your password, maybe | turn
7 E's into 3s, or sonething like that, to
8 change it up alittle bit, but basically you
9 are hoping that the person who applied the
10 password used a word or a derivative of a
11 word that's found in the dictionary.
12 Q Can that be used by -- can dictionary
13 attacks be used by people who have mali ci ous
14 Intent to try to obtain third-party password
15 I nformati on?
16 MR. CHESTER: (nbject to the form
17 BY MR HILL:
18 Q I n your experience.
19 A.  Yes.
20 Q Do you know what a cross-scripting attack
21 | S?
22 A. A cross-scripting attack?
23 "' mnot sure how that's being used.
24 | don't.
25 Q Ckay. \What about an SQL injection attack?
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1 A Yes.

2 Q VWiat's an SQL injection attack?

3 A If | wanted to get a TV set, and | go to

4 Best Buy.comand | can buy a TV set, | can

5 | aunch an attack agai nst the database behi nd

6 the website and change the price froma

7 $1, 000 down to $10, and then buy ny $10 TV

8 set.

9 So | force data into the database
10 that it was not anticipating, so it doesn't
11 know what to do, and then you can take
12 advant age of that.

13 Q Can an SQL injection attack cause the

14 del etion of data from a dat abase?

15 MR. CHESTER: (nbject to the form
16 BY MR HILL:

17 Q In your experience.

18 MR. CHESTER: Sane objection by the
19 way.

20 A. | don't know.

21 BY MR HILL:

22 Q But it can insert data --

23 MR. CHESTER: (bject to the form
24 BY MR HILL:

25 Q -- into a database?
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1 A Yes.

2 Q Can it change data?

3 MR. CHESTER: (Object to the form

4 BY MR HILL:

5 Q Like, in your exanple of -- it can change

6 the data from$1,000 for a TV to $9.99 --

7 A, Yes.

8 Q -- conceivably?

9 A.  Yes.

10 Q Have you encountered virus attacks in your
11 career?

12 MR. CHESTER. (bject to the form
13 A.  Yes.

14 BY MR HILL:

15 Q Wat's a virus attack?

16 A Well, avirus is a malicious piece of

17 software that does sonething bad. Whatever
18 t he programmer, whatever the devel oper,

19 wanted it to do. Oten in our practice we
20 see malicious software being delivered via
21 e-mail, or alink in an e-mail.

22 Now, maybe as your manager partner
23 | send you an e-mail saying, Hey, | think
24 your billing is off this nonth, take a | ook
25 at this. You open it up and it's actually
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1 not your billing records, it just gives you

2 an error nessage and you think, Well, "I

3 talk to himlater, and what you don't

4 realize is now you just inadvertently

5 allowed ne to install nalware on your

6 conput er.

7 Q Is a Trojan horse exanple an exanple of a

8 virus attack?

9 A. | would think so, yes.

10 Q VWat's a Trojan horse?

11 A Trojan horse would be if | sent you a Wrd
12 docunent and | said, Hey, your billings are
13 of f, and when you open it, enbedded inside
14 that Word docunent | have a macro that then
15 executes nulicious code.

16 So it's an attack that's disqguised
17 as sonet hi ng i nnocuous.

18 Q \VWhat's a worn?

19 A A wrmis a nalicious piece of software that
20 just spreads and grows, and goes from here
21 to there to there to there, and it can do
22 whatever it's told to do.

23 Q Is it atype of virus?

24 MR. CHESTER. (bject to the form
25 A | don't know. | think it depends on
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1 soneone' s perspective.
2 BY MR HILL:
3 Q Ckay. Can conputer viruses be used to
4 del ete data on sonebody el se's conputer?
5 MR. CHESTER: (bject to the form
6 A.  Yes.
7 BY MR HILL:
8 Q Can viruses be used to nodify data on
9 soneone el se's conputer?
10 MR. CHESTER: (nbject to the form
11 A It depends on the nalicious software, but
12 yeah, sure.
13 BY MR HILL:

14 Q Is it conceivable that a virus attack could

15 add data to a conputer?
16 MR. CHESTER: (nbject to the form
17 A.  Yes.

18 BY MR HILL:

19 Q Have there been cases where viral attacks

20 have resulted in the erasure of data from
21 hard drives or databases?

22 MR. CHESTER: (nbject to the form
23 Are you asking cases he's dealt
24 Wi th or just generally?

25 BY MR HILL:
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1 Q I'mjust asking your awareness as an expert
2 in the industry, are you aware of cases
3 where that has happened?
4 A Yes.
5 MR. CHESTER: (bject to the form
6 BY MR HILL:
7 Q VWhat's a Zeus attack?
8 A. A Zeus attack is typically used to steal
9 banki ng credentials, financial credentials.
10 It's usually delivered via e-mail.
11 Q \VWihat does the e-mail look like in a Zeus
12 attack, the opening e-nmail?
13 A Well, it looks like an e-mail. You know,
14 maybe it says sonething -- | had a case, and
15 It was an e-mail purportedly fromthe FDI C,
16 it was a fraud alert to | ocal businesses
17 sayi ng, Be on the | ookout, there are
18 counterfeit cashier checks being passed in
19 your area. These are very good
20 counterfeits, they're very difficult to
21 detect, if you want to see what they | ook
22 i ke, click here.
23 So, well, it's a fraud alert, so |
24 want to be safe, so I'mgoing to click and
25 I'"'mgoing to ook at this, and that
www.huseby.com Huseby, Inc. Regional Centers 800-333-2082

Charlotte ~ Atlanta ~ Washington, DC ~ New York ~ Houston ~ San Francisco


http://www.huseby.com

Case 1:17-cv-03140-SDG Document 150 Filed 07/12/19 Page 134 of 277

BUILDINGREPORTS.COM, INC. vsHONEYWELL INTERNATIONAL, INC.

Mark T. Lanterman on 06/06/2019 Page 134

1 downl oaded Zeus, which acted as a key

2 | ogger, that collected | ogging credentials

3 that then allowed the crimnals to wire --

4 fraudulently wire a | ot of noney.

5 Q |Is a key logger a way that a determ ned

6 attacker can obtain password information

7 from an unsuspecting victinf

8 MR. CHESTER: (nbject to the form

9 A.  Yes.

10 BY MR HILL:

11 Q |Is the way that that happens, is that after
12 opening the link in the e-mail, or opening
13 It up to | ook at the phony cashier check,

14 the Zeus programw Il then kind of keep a

15 record of when you key in your password on,
16 for exanple, your banking website, and it

17 wi Il pass that information on to the

18 attacker; is that right?

19 A Yeah. So typically what we've seen is Zeus
20 w Il actually downl oad a bunch of other bad
21 stuff, and usually, in our cases, we see the
22 first thing that it downl oads is a key

23 | ogger.

24 So a key logger will record

25 everything that you type. So it's nore than
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1 just user nanes and passwords. User nanes
2 and passwords are a subset, that's the gold
3 nugget in that theft is the credentials, but
4 It's everything that you' re typing, and then
5 that typically gets sent back to the bad
6 guy.
7 So, for exanple, if | see that you
8 are typi ng ww. nybank.com then the next
9 thing | see is first initial, |ast nane,
10 that's probably your user name, and then the
11 next thing | see that's probably your
12 password, and then the crimnal will go to
13 mybank. com and attenpt to log in as you.
14 (At this tinme LANTERVAN Deposition
15 Exhibit 6 was marked for identification
16 by the Court Reporter.)
17 BY MR HILL:
18 Q GCkay. You have Exhibit 6 in front of you.
19 Do you recognize it?
20 A | believe that this is a printout of our
21 conpany's website.
22 Q Who at your conpany is responsible for the
23 day-t o-day content and mai ntenance of your
24 website?
25 A Mke dson.
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1 And M ke works with a web
2 devel oper -- or currently is working with a
3 web devel oper to work on our site, but the
4 mai nt enance has been del egated to M ke.
5 Q Ckay. |Is there anybody desi gnated
6 internally at Conputer Forensic Services who
7 deals with your web devel oper or web
8 desi gner ?
9 A.  MKke A son.
10 Q I'msorry. | may have gotten confused. |
11 t hought M ke O son was the outside person.
12 A No. Mke Adson wrks for nme, and M ke 4 son
13 IS responsi ble for the web page, but
14 primarily he works with an outside web
15 devel oper.
16 Q GCkay. | apologize | totally got that w ong.
17 That wasn't a nane that | had heard before,
18 and it's not a nane that's nentioned on your
19 managenent team
20 A. That's why we're updating the website.
21 Q CGot it.
22 What is his background?
23 A Mke Oson is the fornmer security whip for
24 Vi ce-President Dick Cheney. He was a
25 supervisor with the U S. Secret Service.
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1 Q And how |l ong has he been with Conputer

2 Forensic Services?

3 A.  About a year.

4 Q Before M. dson joined Conputer Forensic

5 Servi ces, who was responsible for the

6 website?

7 A It would have been soneone else. | don't

8 know.

9 Q Ckay. Can you turn to page 3 of the

10 exhi bit, please?

11 A (The Wtness conplying.)

12 Q Do you see the sentence bel ow nedi a t hat

13 starts with your nane?

14 A Yes.

15 Q That sentence reads, "Mark Lanterman, Kyle
16 Loven, M ke A son" -- there he is -- "and
17 the team at CFS are often asked to discuss
18 recent cyber security trends, high-profile
19 dat a breaches, online vulnerabilities, and
20 security best practices."

21 Right? Do you see that?

22 A Yes.

23 Q So what is the definition of a security best
24 practice, as that termis used?

25 MR. CHESTER. (bject to the form
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1 A Well, inthis context we're often contacted
2 by the nedi a whenever sone sort of higher
3 profile cyber event occurs. They like to
4 speak with us just because of our
5 backgrounds; Kyle, forner FBlI; M ke, forner
6 Secret Service; nyself.
7 But when we are giving these
8 I nterviews, we don't just want to scare
9 people, so we try to share with their
10 vi ewers sone hel p-yourself tips, and what we
11 consider to be best practices; here are ways
12 that you can take responsibility for your
13 own security, governnent is not going to do
14 It for you. That's howit's intended here.
15 BY MR HILL:
16 Q This norning you used the term advi sable. |
17 asked you if use of a firewall in the
18 context of a conputer systemthat's going to
19 have conmuni cati on over the internet was --
20 I f the use of firewall technol ogy was
21 consi dered a best practice, and | believe
22 your answer was it's advi sable.
23 A.  Yes.
24 Q Is everything that's advisable, in the field
25 of conputer security or cyber security, a
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1 "best practice,"” or is there a difference
2 bet ween t hose?
3 MR. CHESTER: (Object to the form
4 A Yeah, | can't answer that, because it's like
5 asking, Is this the best desk for every |aw
6 firn? You know, it's okay here. You know,
7 It depends.
8 So | don't want to say, yes, |
9 think it's advisable. | think it's a good
10 idea, | think it's a good start, depending
11 on how you' re organi zed, dependi ng on your
12 I T infrastructure, depending on how you're
13 going to use it.
14 | can't think of a reason not to
15 spend $2,000 on a firewall, but | just can't
16 answer that question. It depends.
17 BY MR HILL:
18 Q Wen you're providing these security best
19 practices in connection with interviews that
20 you' re doing, or nedia appearances and
21 what not, do you try to focus on things that
22 are cost effective for everyday people?
23 MR. CHESTER: (bject to the form
24 A It depends on the interview, but typically,
25 yes, because the audience isn't a bunch of
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1 | T people, the audience, the 6 o' clock new s
2 audi ence, isn't going to be a roomfull of
3 Cl SO, and so these are everyday people who
4 hear all of these horror stories about
5 hacki ng.
6 So we try to give them not just
7 cost effective, | nean, free, you know, Here
8 are things you can do for free to help
9 protect yourself.
10 BY MR HILL:
11 Q This norning when you tal ked about the Pal o
12 Alto Network's appliance, what is your
13 under st andi ng of what the cost of that
14 appl i ance is?
15 MR. CHESTER: (nbject to the form
16 BY MR HILL:
17 Q If you know.
18 A It depends on the organization that they're
19 trying to sell it to. They don't have --
20 from docunents that | have seen | think the
21 conpany sonetines try to figure out how nuch
22 can you afford, and so that's how much we're
23 going to charge you.
24 Every client seens to have a
25 different nunber for the exact sane thing,
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1 at least in cases that | get involved in.
2 That being said, | do like their
3 pricing structure in that they offer it
4 al nost |ike a subscription, so instead of
5 paying Fire Eye $200,000 for this really wow
6 pi ece of hardware, you can sign up with a
7 conpany like Palo Alto for X nunber of
8 dollars a nonth, with a guarantee that
9 you're on the hook for X nunber of nonths.
10 So it's nore of a subscription
11 basis, so it's a |lower cost entry, as
12 opposed to sone of their conpetitors. So |
13 i ke that.
14 Q $200,000 is the price of the Fire Eye
15 appliance that we were tal king about this
16 nor ni ng?
17 MR. CHESTER. (bject to the form
18 A It depends on the organization, but sone of
19 their appliances are very expensive. You
20 know, | haven't |ooked at their current
21 pricing list, but it wouldn't surprise ne.
22 BY MR HILL:
23 Q In 2014 how much would it have cost BRC
24 bui | di ngreports.com if they had wanted to
25 have a subscription to the Palo Alto
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1 Net wor ks appl i ance?
2 MR. CHESTER: (Object to the form
3 A. | don't know.
4 BY MR HILL:
5 Q Ckay. How nmuch would Fire Eye have charged
6 BRC in 2014 for the use of their appliance?
7 MR. CHESTER: (bject to the form
8 A | don't know | don't know what the needs
9 of BRC would be, so | have no idea.
10 BY MR HILL:
11 Q Ckay. What do you know about BRC?
12 A | know that they nmake or designed -- | think
13 It's actually pretty cool, it's ny
14 understanding is, for exanple, if you have
15 fire detectors, you have to inspect them
16 it's away to help -- | can't say autonate,
17 but it's a way to easily manage those
18 | nspections and record everything for
19 what ever types of audits could be perforned.
20 Q Do you know how many enpl oyees BRC had in
21 20147
22 MR. CHESTER: (nbject to the form
23 A No.
24 BY MR HILL:
25 Q Do you know what their revenues were in
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20147
A.  No.
Q Ckay. Do you know what their profitability
was in 20147
No.
Q Okay. How nuch is Proof Point? How nmuch is
t he Proof Point product that we were
di scussing this norning?
MR. CHESTER: (Object to the form

© © N o U A~ W N P
>

10 A Proof Point is -- 1 think it's $8 a nonth,
11 $7 a nmonth. Something like that.

12 BY MR HILL:

13 Q Okay. And that's an e-nmail solution, right?

14 A. Yes. And | believe they're expanding that.
15 | know that initially Proof Point
16 was all about e-mail, and now that they've
17 devel oped a really great product, | know

18 that they're expanding their offerings. |
19 don't know what those offerings are or how
20 much they are.

21 Q Wien you tested it, as you testified to this
22 norni ng, were you only testing

23 e-mail-related capabilities, or were you

24 testing other capabilities that didn't have
25 anything to do with e-mail?
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1 A Well, it had to do with e-mail, but it had
2 to do with a malicious attachnent that was
3 in an e-mail .
4 So it was e-mail related, but it's
5 nore than just e-mail.
6 Q Makes sense.
7 Have you tested any appliance, as a
8 result of your engagenent in this case, to
9 determ ne how it woul d have potentially
10 wor ked in connection with the facts of this
11 case?
12 MR. CHESTER. (bject to the form
13 A. | don't think so, no.

14 BY MR HI LL:

15 Q Is there literature in the cyber security
16 I ndustry that speaks to what security best
17 practices are?

18 MR. CHESTER. (bject to the form
19 A | believe so, yes.

20 BY MR HI LL:

21 Q D d you consult any literature in the cyber

22 security industry as you were putting
23 t oget her your report in this case?
24 A 1 don't think so.

25 Q GCkay. Are there surveys -- hold on.
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You used a term Cl SO earlier, and
"Il save the Court Reporter the need to ask
you at a break how that is spelled. |Is that
CS O
It's CGI1-S-O and it stands for Chief
I nformati on Security Oficer.
Q Ckay. Are there surveys of chief

I nformation security officers or chief

© © N o U A~ W N P
>

technol ogy officers, or other know edgeabl e

10 people in the industry, asking about what

11 t hey consider to be best practices for cyber
12 security?

13 MR. CHESTER: (bject to the form
14 A I'msure there are. M experience is Cl SO s
15 tal k anongst thensel ves at conferences and
16 things Iike that.

17 A lot of themare tight-1ipped, so
18 they don't necessarily participate in online
19 di scussions or anything like that.

20 |"msure if | |looked | could find
21 sonet hing, but | don't know of any

22 speci fics.

23 BY MR HI LL:

24 Q Ckay. For Conputer Forensic Services, when

25 you' re tal ki ng about sonething being a
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1 security best practice, either on your
2 website or in interviews or other articles
3 that you may author, is the effectiveness of
4 the practice in preventing an attack
5 sonet hing that you take into consideration?
6 A.  Yes.
7 Q Is the cost of deploying the practice
8 sonet hing that you take into consideration?
9 A It depends on the audience. You often get
10 what you pay for, but not always. So |
11 think it depends.
12 | try to be mndful. W don't sel
13 products, so when we nmake a recommendati on
14 t hat an organi zati on use a product |ike
15 Proof Point, it's because we really believe
16 init, it's not because we're getting sone
17 vendor ki ckback fromthe manufacturer or
18 anything |like that.
19 We don't sell products. You know,
20 we don't have any endorsenent deals or
21 anything |like that.
22 Q Can you ever recall an instance where you
23 singled out a specific product or service in
24 the marketpl ace and said, That's a security
25 best practice, using that?
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1 A | can't say it's a best practice. It's nore
2 holistic than that.
3 It's Iike having anti-virus
4 software. It's a good idea, it doesn't
5 al ways work, but it's better than nothing.
6 Is it a best practice? Sone would say yes;
7 sonme would say no. So | think it depends.
8 Il wll tell you that | have
9 recommended Proof Point to ny clients in the
10 past, because when | tested it, it was the
11 only product that caught a specific piece of
12 mal ware that | was testing.
13 So |'m confortabl e reconmendi ng
14 Proof Poi nt.
15 Q Oher than effectiveness or, to the extent
16 It applies cost, what other factors do you
17 take into consideration in determning
18 whet her a security practice is a "best
19 practice"?
20 A.  And, again, it's going to be tough to
21 answer. It depends on what ny client is.
22 VWhat | nean by that is, if your |aw
23 firmengages in high profile, big dollar,
24 controversial litigation, you may want to do
25 things a little differently than a sole
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1 practitioner that represents renters that

2 sue their -- try to conplain about their

3 | andl or d.

4 So you need to take into account

5 what your organi zati on does, what are the

6 ri sks to your organi zation, what types of

7 threats, if any, could you be facing, the

8 physical, the cyber, the networking, and

9 then putting a solution in place that's best
10 for you.

11 Li ke, if you have a law firmof two
12 peopl e, maybe your best approach is to

13 encrypt data and share it using DropBox. |If
14 you are a law firmof a thousand people, and
15 you' re working on very high dollar

16 litigation involving nedical device designs,
17 maybe you don't just want to put that on

18 Dr opBox.

19 So, you know, | can't say this is
20 best practice. It just depends. It's |ike
21 saying this is the best car. Mybe for ne;
22 maybe not for you.

23 Q Makes sense.

24 Now, if | just ask you about what
25 security practices are reasonable to use,
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1 does your analysis change at all from what
2 you just described in terns of how you woul d
3 go through the exercise of determning
4 whet her sonet hi ng shoul d be recomended as a
5 best practice?
6 MR. CHESTER: (Object to the form
7 calls for a |l egal conclusion.
8 A | don't think it would change, because in
9 the first instance, I'mstill going to try
10 to do -- I"'mstill going to try to cone up
11 with a reasonable solution for you, and |
12 don't think it woul d change.
13 BY MR HILL:
14 Q You'd still want to | ook at the
15 ef fectiveness of what you're recommendi ng
16 potentially?
17 A Absolutely.
18 Q And you'd want to take into consideration
19 the individualized factors of who you're
20 maki ng a recommendation to; is that fair?
21 A Yes.
22 MR. CHESTER: (nbject to the form
23 BY MR HILL:
24 Q And conceivably you could al so consider the
25 cost effectiveness of the procedure in
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1 question; is that correct?
2 MR. CHESTER: (Object to the form
3 A.  Yes.
4 MR, HILL: Let's take a short
5 br eak.
6 VI DEOGRAPHER: W are going off the
7 record at 1:56 p. m
8 (Wher eupon, a recess was taken.)
9 (At this tinme LANTERMAN Deposition
10 Exhibit 7 was marked for identification
11 by the Court Reporter.)
12 VI DEOGRAPHER: We are back on the
13 record. This is nmedia nunber 4 in the
14 deposition of Mark T. Lanterman taken on
15 June 6, 2019. The tine nowis 2:17 p. m
16 BY MR HILL:
17 Q GCkay. M. Lanterman, the Court Reporter has
18 handed you Exhibit 7.
19 This is a copy of your report in
20 this case, correct? Take your tine.
21 A Yes.
22 Q D d anyone at Conputer Forensic Services,
23 ot her than yourself, participate in the work
24 that resulted in the final report of this
25 case?
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1 A | had ny attorney son proofread it. He
2 wor ks for ne.
3 Q Wat's his nane?
4 A.  Sean.
5 Q Last nane?
6 A.  Lanterman.
7 Q Oh, that's your son?
8 A.  Yeah, | just had hi mmake sure | didn't have
9 any granmatical errors or typos.
10 Q Well, you get great style points for
11 readability.
12 A Thank you. | wanted to keep it short.
13 Q | appreciate it.
14 So you have a list of prior cases
15 starting at, | guess it's an appendi x, just
16 behi nd page 20 of the report. It starts
17 I mredi ately after that.
18 Do you see that?
19 A.  Yes.
20 Q Ckay. Can you, using this as a guide, can
21 you identify any of the prior cases where
22 you' ve testified on the topic of "reasonable
23 security precautions" being either that
24 reasonabl e security precautions were being
25 used or that reasonable security precautions
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1 were not being used?
2 MR. CHESTER: (Object to the form
3 A | don't knowif | can for two reasons: One
4 Is menory, and in each case | do have
5 confidentiality agreenents in place. So |
6 don't know how | can answer that.
7 BY MR HILL:
8 Q | may be able to get to the bottomof it
9 qui ckly here, because if your nenory
10 probl ens don't allow you to recall any prior
11 case in which you ve testified as to the
12 exi stence or non-exi stence of reasonable
13 security precautions, the confidentiality
14 part doesn't matter, right?
15 A. No, | agree. | understand.
16 Q So, based on nenory, and w thout identifying
17 any specific case at this point, are there
18 any cases that you can recall fromnenory in
19 whi ch you have testified to the use or
20 non-use of "reasonable security precautions”
21 bef or e?
22 A It's hard to say, because a |lot of ny cases
23 | amtal king about security events that
24 occurr ed.
25 Typically in nmy testinony |'m not
www.huseby.com Huseby, Inc. Regional Centers 800-333-2082

Charlotte ~ Atlanta ~ Washington, DC ~ New York ~ Houston ~ San Francisco


http://www.huseby.com

Case 1:17-cv-03140-SDG Document 150 Filed 07/12/19 Page 153 of 277

BUILDINGREPORTS.COM, INC. vsHONEYWELL INTERNATIONAL, INC.

Mark T. Lanterman on 06/06/2019 Page 153
1 of fering advice on how to make things
2 better, and |I'mnot usually critiquing
3 soneone's | ack of security or how great
4 their security was.
5 For exanple, the one case you put
6 in front of ne on Stratasys, if | recall
7 correctly, | think that involved allegations
8 of theft of intellectual property. So |
9 woul d have commented on what occurred in
10 t hat case.
11 | don't think -- | don't recal
12 comrenti ng on sonet hing being best practices
13 or not. | would want to go back and read ny
14 report.
15 Sane thing in the second bull et
16 point, the Edgewell| case, and a |lot of ny
17 testinony cases involve theft of IP, so I'm
18 tal ki ng about security and security
19 practices, but I'mnot usually asked to make
20 a determ nati on whet her or not best
21 practices were followed. |'m asked to
22 expl ai n what happened.
23 That's the best | can answer.
24 Q Wen you say what happened, is that in the
25 nature of, like, reconstructing a cyber
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1 security event?
2 A Yes.
3 MR. CHESTER. (bject to the form of
4 that for the record.
) BY MR HILL:
6 Q Now, you nentioned theft of IP, that's one
7 type of case that you' ve been involved in in
8 t he past, correct?
9 A.  Yes.
10 Q And IPis intellectual property, right?
11 A.  Yes.
12 Q Are you famliar with the Conputer Fraud and
13 Abuse Act?
14 A Yes.
15 Q Ckay. Have you testified as an expert in
16 any Conputer Fraud and Abuse Act cases?
17 A | believe | have once, where at |east that
18 all egation or a violation was all eged. |
19 don't recall what case that was or what the
20 circunstances were, so -- | can't say it was
21 this case, | don't recall, but I think |I did
22 I n one case.
23 Q GCkay. Do you renenber what the case was
24 about ?
25 A | don't.
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1 Q Ckay.

2 MR. CHESTER: WAs your questi on,

3 |"msorry, that was testified as opposed to

4 witten a report?

5 MR, HILL: Correct.

6 Si nce you raised the issue, |

7 appreciate it.

8 BY MR HILL:

9 Q Have you authored any expert reports, other
10 than the case that you just alluded to,

11 where a Conputer Fraud and Abuse Act

12 violation was alleged in the case, that you
13 can recal | ?

14 A | have had cases in which | have filed

15 reports. | don't always know what the

16 allegations in the cases -- what all of the
17 allegations are, so | think I have, but I'm
18 not certain if that was raised as an

19 al l egation in those cases.

20 Q ay.

21 A But | believe so.

22 Q Have you been involved in cases where you
23 have expressed an opinion as to whether or
24 not a conputer or conputer system has been
25 altered as a result of a cyber security
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1 event ?
2 A Yes.
3 Q How nmany tines approxi mately have you been
4 i nvolved in cases |ike that?
5 A Involved in cases |ike that?
6 Q Yes.
7 A. Dozens. Many.
8 Q Qut of those, how many have resulted in a
9 witten report?
10 A. Many.
11 Q GCkay. How many tines have you actually
12 testified in cases of that nature?
13 AL And to clarify, ny definition of testinony
14 Is either live in court, depositions or if
15 I"'mfiling affidavits. | consider
16 affidavits to be sworn testinony. Ckay.
17 Q GCkay. So let's look at those individually.
18 A Ckay.
19 Q How many tinmes have you testified at trial
20 I n a case where you were expressing an
21 opi ni on on whet her a conputer or conputer
22 system had been altered as a result of a
23 cyber security event?
24 A It's going to depend on the definition of
25 cyber security event. | have had cases in
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1 whi ch a disgruntl ed enpl oyee may have done

2 sonething to a conputer. | have had

3 enpl oyees plugging in thunb drives and

4 taki ng data and then del eting what used to

5 be there.

6 So if you're including all of that,

7 that would be the majority of ny cases.

8 Q The majority of cases in which you' ve

9 testified at trial?

10 A Yes.

11 Q Ckay.

12 A For sone reason ny enploynent | aw cases tend
13 to go all the way to trial, and we're saying
14 trial, | also include if there's a hearing
15 and |'m asked to provide testinony, |

16 consi der that the sane thing.

17 So it's hard to specifically answer
18 your question. | think I know what the

19 guestion is, but I don't have an answer that
20 easily fits what you're asking.

21 Q R ght.

22 A If we're tal king about soneone did sonething
23 bad to conputer data, nost of ny cases

24 i nvol ve sonething like that. So therefore
25 nost of ny testinony woul d have been cases
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1 i ke that.
2 Q Ckay. Wat about trial testinony where the
3 event in question results froma stranger to
4 t he conpany engaging in sone type of alleged
5 attack or an allegedly illicit interaction
6 with a corporate conputer or corporate
7 conputer system any trial testinony in a
8 case of that nature?
9 MR. CHESTER: (nbject to the form
10 A. O an unknown actor?
11 BY MR HILL:
12 Q O an actor who is soneone other than an
13 enpl oyee of the conpany or a forner enployee
14 of the conpany.
15 A Gay. And would an affidavit count as far
16 as your definition, or just trial testinony?
17 Q Right nowl'mjust focused on trial
18 t esti nony.
19 A O a non-enpl oyee.
20 There's a case that conmes to m nd,
21 | know | submtted an affidavit, but | don't
22 recall if | was needed at trial.
23 Q \VWhat case is that?
24 A It was -- let ne seeif | can find it on
25 her e.
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1 It was in Federal Court, District
2 of Mnnesota, in front of Susan Richard
3 Nel son, and it involved the Bank of
4 Bel | i ngham
5 Q Bank of Bellinghamwas the Plaintiff?
6 A.  Yes.
7 Q Ckay.
8 A But | would want to -- again, that's the
9 only case that's popping to mnd. | know
10 that there are others. | would just want to
11 go through ny list and renenber the details
12 of each case.
13 Q Ckay. Let ne ask you anot her case.
14 A Sur e.
15 Q Again, | realize I'masking you to testify
16 from menory here.
17 Have you testified as to the
18 opinions relating to whether or not there
19 has been a theft of trade secrets in a prior
20 case?
21 A Yes.
22 MR. CHESTER: (nbject to the form
23 BY MR HILL:
24 Q Ckay. Wiich case or cases have you
25 testified in, again, let's start with trial
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1 testinony, in a theft of trade secrets case?
2 MR. CHESTER: Are you asking
3 whet her he's rendered opinions as to whet her
4 there's been a theft of trade secrets?
5 MR HILL: Yes. In trial
6 t esti nony.
7 A I'mnot qualified to determne if anything
8 Is a trade secret, but |I've testified as to
9 whet her or not data has been stol en.
10 BY MR HILL:
11 Q GCkay. How nmany tines have you offered trial
12 testinony of that nature?
13 A, And that includes enpl oyees?
14 Q Sure, for starters.
15 A | would say that would be -- trial
16 testi nony?
17 | can think of four. | would want
18 to |l ook through the list nore, but I can
19 t hink of --
20 Q Can you tell nme the four that you can think
21 of ?
22 A Stratasys. It's first bullet point.
23 Q Yes.
24 A Edgewell. That's the second bullet point.
25 Fourth bull et point, DTN
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1 Q Ckay.
2 A Nagios, six bullet points down.
3 | know there are nore as | dig
4 t hrough this.
5 Q Ckay.
6 A. Wuld a court-ordered arbitration count for
7 testinony? Wuld you consider that to be a
8 heari ng?
9 Q Sure.
10 A There was, | think it was, a $1.6 billion
11 | awsui t between Seagate and Western Digital.
12 | was retained as Western Digital's
13 expert, and it was nmy opinion that the
14 enpl oyee had not stolen the data, and |
15 rendered ny opinion, because | found the
16 stolen data inside of a publicly avail abl e,
17 on a university's website, the stolen data
18 was found inside of a slide on a Power Poi nt.
19 So the enpl oyee that | was
20 defending, his claimwas, | found this
21 online, | don't renenber where. Well, |
22 found it online.
23 Q Ckay. | understand.
24 A But those -- again, just |ooking at the
25 first page, those are the cases that cone to
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1 mnd. | have a lot of cases, and | don't
2 want to cross-wire them
3 Q Sure. Let ne ask you anot her questi on.
4 Setting aside the subject matter of
5 the cases that you've offered testinony in,
6 IS there ever a tinme where a court has
7 excluded or limted the scope of your
8 testinony, to the best of your know edge?
9 A.  Not that | know of.
10 Q Ckay. Have you ever offered an expert
11 opi ni on before regarding the use of CAPTCHA
12 t echni ques?
13 A No.
14 Q Ckay. Have you ever depl oyed CAPTCHA
15 yoursel f on a website?
16 A No.
17 Q Has your firm Conputer Forensic Services,
18 to the best of your know edge, ever depl oyed
19 a CAPTCHA before on its website or on a
20 client's website?
21 A No. We wouldn't need to.
22 Q Ckay. Wen you say you wouldn't need to,
23 | et's break that down into two. Let's focus
24 first on, I assunme when you say woul dn't
25 need to, you're referring to the fact that
www.huseby.com Huseby, Inc. Regional Centers 800-333-2082

Charlotte ~ Atlanta ~ Washington, DC ~ New York ~ Houston ~ San Francisco


http://www.huseby.com

Case 1:17-cv-03140-SDG Document 150 Filed 07/12/19 Page 163 of 277

BUILDINGREPORTS.COM, INC. vsHONEYWELL INTERNATIONAL, INC.

Mark T. Lanterman on 06/06/2019 Page 163
1 the Conputer Forensic Services' website
2 doesn't necessarily have any data behind the
3 website that sonmeone could seek to di scover;
4 is that fair?
5 MR. CHESTER: (bject to the form
6 A.  Yes.
7 So the purpose of a CAPTCHA is to
8 make sure there's a real person asking ny
9 site for information. So it's a way to
10 prevent automated interaction.
11 Wth our website we -- it's just
12 educational. | don't care if you're a real
13 person or not. | don't care if you copy
14 what's on ny web page.
15 We're not offering, Hey, if you
16 enter your e-mail address, I'll send you a
17 white paper, we don't do that, so there's
18 really no reason for us to have a CAPTCHA,
19 because we're not trying to protect
20 anyt hi ng.
21 BY MR HILL:
22 Q Your clients, however, nmay have websites
23 where they do have information that soneone
24 can seek to quarry fromtheir website; is
25 that fair?
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1 A Yes.
2 MR. CHESTER: (Object to the form
3 BY MR HILL:
4 Q And, to the best of your know edge, has
5 Conmput er Forensic Services ever designed or
6 ever used CAPTCHA or hel ped a client
7 | npl ement CAPTCHA on their website?
8 MR. CHESTER: (nbject to the form
9 A No. W don't do web design.
10 BY MR HILL:
11 Q GCkay. And you consider CAPTCHA a web
12 desi gn?
13 A.  Yes.
14 Q GCkay. Do you know what OptoParse is?
15 A Not off the top of ny head, no.
16 Q GCkay. Are you famliar with any API's that
17 are avail able on the internet for
18 automati cal ly bypassi ng CAPTCHA' s?
19 A | know that they're out there.
20 Q Have you ever heard of death by CAPTCHA?
21 A.  No.
22 Q BypassCAPTCHA. com have you heard of it?
23 A No.
24 Q Ckay. Have you ever heard of 2CAPTCHA. conf
25 A (Wtness indicating in the negative.)
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1 Q Let's |ook at page 8 of your report, the
2 heading little nunber B in bold.
3 A " msorry, B?
4 Q Page 8. Page 8, yes.
5 A Ckay.
6 Q Can you just read the heading in bold,
7 that's in bold there, into the record there,
8 pl ease?
9 A "BRCdid not inplenent additional rate
10 limting controls at the tine Pederson
11 executed his program”
12 Q In the sentence i medi ately bel ow that you
13 say, "BRC al so apparently took no reasonabl e
14 steps to limt the rate at which users could
15 access data served by the nenber | ocator
16 website."
17 Do you see that sentence?
18 A.  Yes.
19 Q Wy did you use the word apparently there?
20 A. | used the word apparently because a
21 significant anmount of tinme has passed since
22 Pederson's collection, and BRC s web site
23 has changed since then.
24 So |l was left with | ess than ideal
25 evidence in that | had to go to archive.org
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1 in order to review the reported state of
2 BRC s website at the tinme, and just based on
3 that, and based on ny conversation with --
4 It was either ny conversation with Pederson
5 or from Pederson's deposition transcript, |
6 don't renenber which, | cane to that
7 conclusion that there were no rate limters.
8 Q GCkay. And what would be the effect of using
9 arate limter in the context of the nenber
10 | ocat or website that you're referring to
11 t her e?
12 A I'msorry, did you ask what woul d be the
13 pur pose of doing that?
14 MR HILL: Just read back the
15 guestion, please.
16 BY MR HILL:
17 Q Wat would be the effect of using the rate
18 limter in this context of this nenber
19 | ocator website you referenced?
20 MR. CHESTER: (bject to the form
21 A The effect would be it would not have
22 al | oned Pederson, or Pederson's application,
23 the ability to downl oad data as quickly as
24 he di d.
25 BY MR HILL:
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1 Q Ckay.
2 A. Think of it as a speed bunp. It would nake
3 you sl ow down.
4 Q Right. You referred to M. Pederson either
5 by phone or by deposition, can you go down
6 to the fourth |ine, under the bol d-faced
7 headi ng there, the sentence that says,
8 "Pederson testified."
9 Do you see that?
10 A.  Yes, yes, yes. Yes.
11 Q Read that sentence into the record, starting
12 wi th Pederson testifi ed.
13 A. "Pederson testified that 'we didn't get any
14 signals that there was any limting, that
15 there was any rate limting or throttling or
16 anything to sl ow down or prevent or stop
17 t hose requests fromcomng in.""
18 And that statenent seens to be
19 confirmed by Dispain, as | put in the next
20 sent ence.
21 Q Right. Wen you get -- you tal k about
22 Li node in this sane paragraph, and do you
23 see the sentence where you say, "However,
24 whi | e Li node does not neter inbound
25 connections it does neter outbound data
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1 transfers"?

2 A Yes.

3 Q So does that nean that Linode charges

4 clients |like BRC for sending out data in

5 response to user requests if it reaches a

6 certain | evel of data?

7 A Yes, it does.

8 Q Were you able to confirmone way or the

9 other as to whether or not Linode did, in

10 fact, charge BRC overages as a result of the
11 data that was transferred to M. Pederson

12 t hrough the use of this programin this

13 case?

14 A | did review the Linode invoices that were
15 submtted to BRC. | don't recall seeing any
16 overages being charged. |If |I can refer you
17 to, if you'll indulge nme on this, if you

18 turn to page 11.

19 Q Ckay. Yes.

20 A. If you go down |line, one, two, three, four,
21 five -- five lines down, it begins, "Linode
22 16 GB."

23 Q Yes.

24 A And then if you continue over to the right,
25 you see 16 terabytes?
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1 Q Yes.
2 A So for the plan that Linode was providing
3 BRC, their nonthly plan provided for 16
4 t erabytes of outbound data, and even today
5 that's a significant anmount of data, but if
6 they went over that allotnent, according to
7 the representatives of Linode, they would
8 have charged BRC, | believe it was $0.02 per
9 gi gabyte that exceeded their 16 terabyte
10 servi ce plan.
11 Q So you nentioned that you reviewed invoi ces?
12 A.  Yes.
13 Q \Were did you get the invoices?
14 A | believe fromcounsel.
15 MR. CHESTER: Linode produced those
16 pursuant to the Subpoena that we issued to
17 Li node, and | believe you have those as
18 wel | .
19 BY MR HILL:
20 Q Can you |l ook at page 1 and 2 of your report?
21 | just want to tie it to the materials that
22 you reviewed in the case.
23 Wul d this fall under the bull et
24 poi nt on page 2, the second bullet point,
25 Li node' s docunent production? |f you know.
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1 A.  Yes, | do know, and, so yes.
2 Q Ckay.
3 MR HLL: So, Marty, I'mgoing to
4 make a request that you identify the Bates
5 ranges for the Linode's docunent production,
6 because | reviewed the Linode docunent
7 production that we received and have sone
8 concerns about whether or not we have the
9 sanme docunents that the w tness reviewed.
10 MR. CHESTER:. Ckay. You should
11 have recei ved everything that canme under the
12 Li node Subpoena, but if there's sonething
13 that for sone reason --
14 MR HLL: If you can just give us
15 t he Bates nunbers so we can cross-reference
16 to the Bates nunbers we have --
17 MR. CHESTER  Ckay.
18 MR HLL: -- 1'd appreciate it.
19 MR. CHESTER:  Sure.
20 BY MR HILL:
21 Q So the 16 terabyte -- 16 gi gabyte plan that
22 you're referencing here, | notice that this
23 Is a figure -- you've called this Figure 4
24 on page 11 of your report, do you see that?
25 A Yes, sir.
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Q

And it says, "These are the Linode service

of ferings as of Cctober 18, 2014."
Correct?

Correct.

Do you know what the dates of the invoices

t hat you reviewed were?

There were several -- there were several

month's worth. | don't recall.

Ckay. Did you review any Linode pricing or

10 plan information on any dates other than as

11 of Cctober 18, 2014, if you can recall?

12 A 1 did. 1'Il refer you back to Figure 4.

13 Q Yes. |I|I'mthere.

14 A If you look at right above where it says,

15 “"No calculator required," you'll see that |

16 went to Linode.compricing, and | did this

17 while | was on the phone with the Linode

18 representatives. They suggested that | go

19 and do this,

20 Q Let's go ahead and mark this as the next

21 exhi bit.

22 (At this time LANTERMAN Deposition

23 Exhibit 8 was marked for identification
24 by the Court Reporter.)

25 A | renenber where | was going.
www.huseby.com Huseby, Inc. Regional Centers 800-333-2082

Charlotte ~ Atlanta ~ Washington, DC ~ New York ~ Houston ~ San Francisco


http://www.huseby.com

Case 1:17-cv-03140-SDG Document 150 Filed 07/12/19 Page 172 of 277

BUILDINGREPORTS.COM, INC. vsHONEYWELL INTERNATIONAL, INC.
Mark T. Lanterman on 06/06/2019 Page 172

So I was on the archive.org
website, and | | ooked at a couple of days on
either side of this. | think | went back to

2013, and | went through a nunber of dates

1
2
3
4
5 that were collected by archive.org, and |
6 believe | chose this Cctober 18th date

7 because that was the date closest to the
8 Peder son application being execut ed.

9 BY MR HILL:

10 Q Ckay.

11 A That's ny recollection anyway.

12 Q So I'mlooking at the Wayback Machi ne header

13 on page 11 of your report, which you've

14 repr oduced here.

15 It appears that the date -- the

16 catal ogi ng of that web page on Linode's

17 website prior to October 18, 2014, was dated
18 August of 2013. Does that conport with your
19 recol | ection?

20 A Well, | think, and | could be wong here,

21 but | think the August 13th date is the

22 first time the internet archive cached their
23 site. | could be wong.

24 It could nean that's the day of the
25 previous collection as well. | would want
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1 to go and look. | just don't recall.

2 Q Ckay. But, in any event, you chose Figure 4

3 because it was the closest pricing

4 i nformation that you could find to the

5 epi sode in this case?

6 A Yes. And ny recollectionis when | went to

7 the next previous available date, it was the

8 sanme pricing.

9 Q Ckay. Well, now that | understand what you
10 did, | can go back and | ook at that nyself.
11 Is Exhibit 8 the Linode pricing
12 that you reviewed on Linode's website? |Is
13 t hat what you were referencing?

14 A No.

15 Q Ckay. Tell nme what you saw on -- in the way
16 of Linode's website pricing?

17 A Sure. So when you first go to Linode.com
18 pricing, | believe |I clicked on "view all

19 pl ans” that's at the bottom

20 This is actually a link --

21 Q Yes, "viewall plans," | see.

22 A So, yes, | sawthis, but then I went passed
23 this, I clicked on "view all plans," and

24 then that's where | saw what's in Figure 4.
25 Q So what you saw in the "view all plans" was
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1 consistent wiwth the information, the

2 content, that has been reproduced as your

3 Fi gure 47

4 A Yes. As reported by the internet archive.

5 Q GCkay. | just want to nmake sure |I'm clear

6 here. | realize that what's reproduced in

7 your report as Figure 4 cane fromthe

8 I nternet archive, but the Exhibit 8, when

9 you were | ooking at view all plans, you were
10 | ooki ng at that on the Linode website, not
11 on the Wayback Machine; is that correct? O
12 do you know?

13 A, No. | would have -- when was this printed?
14 Q So this was printed Novenber 27, 2018.

15 A.  Yeah. Yeah, so this pricing | thought would
16 be different, because it's much --

17 Q Later in tine?

18 A -- later in tine,.

19 So what | renenber doing is going
20 to Linode.comon the internet archive,

21 clicking on pricing, and then view -- |

22 think it's a "view all plans" or "view

23 addi tional plans" or sonething |ike that,

24 and then | cane to a site that | captured as
25 Fi gure 4.
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1 Q GOkay. So under this plan, the Linode 16
2 gi gabyte option that you pointed to as being
3 the option that you believe BRC was using as
4 of 2014, would be a nonthly charge of $160 a
5 nont h, correct?
6 A. That's correct.
7 Q And you believe that you saw i nvoi ces of
8 billing BRC for $160 a nonth consistent with
9 this plan option; is that correct?
10 A Yes.
11 Q GCkay. And did you cite in your report to
12 any specific, and I'mnot trying to be picky
13 here, but | want to know, because it may
14 help me to go back and understand exactly
15 what you were relying on, if you can show ne
16 where in the report you actually reference
17 t he docunent control nunber of the Linode
18 i nvoi ce, or invoices, that showed the $160 a
19 nonth billings?
20 A | don't think | referenced that nunber. |
21 saw the invoice, and then when | saw the
22 pricing, | saw the $160 a nonth charge, that
23 mat ched the nonthly charges being billed to
24 BRC, and then | nmade this screen capture.
25 Q ay.
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1 A Soin a perfect world, | would have said,
2 oh, and | | ooked at Bates nunber 123. |
3 just didn't think to do that.
4 Q Right.
5 Well, in Figure 5 when you did
6 your figure on depiction of CPU usage, you
7 f oot noted sonme different docunents that had
8 been produced in the case. You said, "See
9 e-mail with the docunents.”
10 Ri ght ?
11 A.  Yes.
12 Q You didn't do that with respect to the
13 I nvoi ce though, correct?
14 A. | did not.
15 Q Now, Figure 5, is this diagram show ng the
16 eight cores, is this a diagramthat you took
17 froma Linode docunent or is this a diagram
18 that you prepared for denonstrative
19 pur poses?
20 A.  Yeah, | prepared this.
21 Q GCkay. So this is a denonstrative aid to be
22 able to understand how the CPU utilization
23 differs between one core and ei ght cores?
24 A.  Yes.
25 Q Geat. And your conclusion, if I'mreading
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the denonstrative correctly, is that you
di vided 101.7 percent CPU utilization by 8
cores, and the result was approximately
12. 7 percent of total CPU availability?
Yes.

Ckay.

> O

And if | can clarify, that was one of the

reasons why | wanted to speak with Linode,

© © N o U A~ W N P
>

to make sure that | was interpreting this

10 correctly.

11 Q Right.

12 And you had that conversation with
13 the Linode representatives in January of

14 2019; is that right, January or February?
15 A. | think the date is in ny --

16 Q Let's see if we can nail that down real

17 quick for ny benefit.

18 MR. CHESTER: Footnote 5.

19 MR. HI LL: Footnote 5?

20 A, January 11lth of 2019, and there are the

21 names as well, bottom of page 8.

22 BY MR HILL:

23 Q So you spoke with Rick Myers, correct?

24 A.  Yes.

25 Q And his title was vice-president of custoner
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1 service?

2 A Yes.

3 Q And you spoke with Peter Foo, correct?

4 A Yes.

5 Q And correct ne, | believe | read somewhere

6 el se that he is the general counsel of

7 Li node; is that correct?

8 A.  That's ny under st andi ng.

9 Q So he's a lawer on the phone?

10 A.  Yes, correct.

11 Q Was he soneone who held hinself out as being
12 personal | y know edgeabl e regardi ng any of

13 the pricing or interpretation of any of the
14 techni cal information about Linode's

15 server -- virtual server offerings to BRC?
16 A. | would want to go back and | ook at ny notes
17 as to which one of them said what.

18 My recollection though is that R ck
19 Myers di scussed the technical aspects, and
20 he confirnmed that it was the eight core,

21 $160 a nonth plan, and that ny

22 I nterpretation of the Linode warning e-nmail
23 was correct, and he confirnmed that ny nmath
24 of about 12 percent was correct.

25 During the call | know M. Foo
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1 chinmed in and made sone coments, so -- |I'm
2 not sure who i s sayi ng what --
3 Q Ckay.
4 A -- all the tine.
5 Q And was this a video conference, or was this
6 an ol d-fashi oned tel ephone call?
7 A dd-fashi oned phone call.
8 Q Okay. So tell nmeif I'"'mwong, but you
9 couldn't see what, if any, docunentation
10 they had during the call that they were
11 referencing, if any?
12 A Wll, I could. | believe it was M. Mers,
13 because | had questions about the service
14 pl an that Linode was offering to BRC, and
15 M. Mers said, Wll, that's easy, go to the
16 Wayback Machine, go to archive.org, type
17 this in, you see that, that's the plan.
18 Q Ckay.
19 A So while |l -- they weren't hol ding anything
20 up for nme, during the conversation they
21 directed ne, and everything | was seei ng was
22 consistent with what they were telling ne,
23 as far as what nunbers were on this web
24 page.
25 Q D d you have any prior experience wth
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1 Li node before your engagenent in this case?
2 A No -- can | clarify?
3 Q Yeah, please.
4 A. During the phone call either M. Mers or
5 M. Foo said that they had been involved in
6 a case that | was involved in, and that they
7 knew who | was.
8 | have no idea, | don't recall
9 them | know |I've never had any dealings
10 with Linode -- oh, | know what it was. |
11 think M. Foo -- | thought M. Foo said he
12 used to be an AUSA, an Assistant U. S.
13 Attorney. I'mcertain that's what it was.
14 So | didn't have any prior
15 i nteraction with Linode, but | believe I had
16 prior -- | never nmet the guy, | never spoke
17 to himbefore, but he seened to know ne.
18 Q GCkay. I'll ask you one nore question while
19 we' re tal ki ng about Linode.
20 If you | ook at page 10, towards the
21 top, inmedi ately above the headi ng that
22 starts with the | ower case A in bol dface
23 type, you're quoting the e-mail that Linode
24 sent to Dispain and Kronz, and it's stated
25 that, "Your Linode marketing has exceeded
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1 the notification threshold (90) for CPU
2 usage by averagi ng 101.7 percent for the
3 | ast two hours."
4 What i s your understandi ng of the
5 notification threshold 90 in that sentence?
6 MR. CHESTER: (Object to the form
7 BY MR HILL:
8 Q Let ne rephrase.
9 Do you have an understandi ng of
10 what the notification threshold 90 is
11 referring to in the context of this e-mail?
12 A | do have an under st andi ng.
13 Q GOkay. And is your understandi ng based on
14 t he phone call that you had or is it based
15 on sonet hing el se?
16 A.  Just based on ny experience --
17 Q Ckay.
18 A -- and on the phone call.
19 So it's a conbination of both.
20 They confirmed nmy prior understandi ng.
21 Q Ckay.
22 A.  So custoners of Linode are -- it's possible
23 to set up alerts so that if you are hitting
24 certain performance thresholds, you'll be
25 notified so that you can determne if you
www.huseby.com Huseby, Inc. Regional Centers 800-333-2082

Charlotte ~ Atlanta ~ Washington, DC ~ New York ~ Houston ~ San Francisco


http://www.huseby.com

Case 1:17-cv-03140-SDG Document 150 Filed 07/12/19 Page 182 of 277

BUILDINGREPORTS.COM, INC. vsHONEYWELL INTERNATIONAL, INC.

Mark T. Lanterman on 06/06/2019 Page 182
1 need to nmake adjustnents or if sonething is
2 going on wth your environnent.
3 My understanding of this e-mail is
4 that they hit 90 percent -- the 90 percent
5 threshold is what was set for the BRC
6 account in order to received an e-nai
7 notification.
8 Q Ckay. So 90 percent of the CPU usage,
9 that's descri bed here as being averagi ng
10 101. 7 percent --
11 MR. CHESTER. (bject to the form
12 BY MR HILL:
13 Q ~-- is that what we're --

14 A. 90 percent, but | don't know what that's
15 90 percent of. If that's 90 percent of full
16 CPU usage or 90 percent of individual cores.

17 Q That wasn't sonething that you di scussed

18 wi th Linode or that you recall discussing

19 wi th Linode on the call?

20 A | did, but not that directly. | asked

21 Linode if this 101 percent -- | wanted them
22 to explain how do you get over 100 percent,

23 and | asked them |Is it because of

24 multi-core? And they said, Yes. So each

25 core has an output -- a theoretical output
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1 of 100 percent, correct? Yep, that's
2 exactly right.
3 So actually the entire CPU, if you
4 have an ei ght-core, you have a theoreti cal
5 out put of 800 percent capacity, because you
6 have 100 percent of eight cores? They said,
7 Yep, that's correct.
8 So then if you receive a nessage of
9 101 percent usage, that's actually
10 101 percent out of 800, correct? And they
11 said, That's exactly right.
12 Q So if the notification threshold is 90, in
13 that context, the notification was
14 triggered, correct?
15 MR. CHESTER: (nbject to the form
16 BY MR HILL:
17 Q Because this is the notification going out,
18 right?
19 A.  Yes.
20 MR. CHESTER: (bject to the form
21 BY MR HILL:
22 Q So assumi ng that your understandi ng, as
23 you' ve conmmuni cated it, is correct about
24 what the 101 percent neans, that neans,
25 according to Figure 5, 12.7 percent of
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1 overall eight-core utilization, right?

2 MR. CHESTER: (Object to the form

3 A That's correct.

4 BY MR HILL:

5 Q Ckay.

6 A. But if you go back to that exhibit -- I'm

7 sorry, what page was that on again?

8 Q 117

9 A Yes, it's 12 percent, but the utilization

10 that was being reported in that notification
11 was because one of the cores had, in fact,
12 exceeded the 90 percent, and that was for an
13 extended period of tinme, which is what

14 triggered that Linode e-mail.

15 So, yes, it's 12 percent, but it's
16 focused in a single core, like in the

17 di agram here (indicating).

18 Q GCkay. I'mhaving a hard tine with that. So
19 let me see if | can unpack that.

20 So you're saying that the alert was
21 because the highlighted core one on your

22 Figure 5 was at over 90 percent of its

23 capacity for over a two-hour period of tine?
24 A.  Yes.

25 Q GCkay. And so it is not -- your
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1 understanding is that the 90 percent
2 notification threshold is triggered any tine
3 a single core is at 90 percent for over
4 two hours; is that right?
5 MR. CHESTER: (bject to the form
6 A. That is the case if that's how the
7 notifications were set up.
8 BY MR HILL:
9 Q Ckay. Do you have any reason to believe,
10 based on your review of the notification
11 | anguage that we were just | ooking at, and
12 your conversations with Linode, to believe
13 that the systemwas set up any other way in
14 Sept enber of 20147
15 MR. CHESTER: (nbject to the form
16 A. No. | believe that it was set up that way
17 at that tine.
18 BY MR HILL:
19 Q Just so Il'mclear, you do not hold an
20 opinion that if overall utilization on eight
21 cores was in excess of 11 percent for a
22 t wo- hour period of tine, that it would
23 trigger an alert if the notification
24 threshold was set at 90 for CPU usage?
25 MR. CHESTER. (bject to the form
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1 BY MR HILL:
2 Q Is that correct?
3 And I'"mnot trying to play hide the
4 ball here. Al |I'"mlooking at is your math
5 on Figure 5, 101.7 percent divided by eight
6 cores equals 12.7 percent.
7 A.  Right.
8 Q If | use 90 percent as a notification
9 threshold, and | divide it by eight cores, |
10 get sonewhere in the nei ghborhood of
11 11.2 percent, and what I'mtrying to
12 understand is, is it your opinion that the
13 90 percent threshold alert neans that the
14 aggregate eight-core systemwas bei ng used
15 at 11 -- roughly 11 percent or nore for a
16 two hours or |onger?
17 MR. CHESTER. (bject to the form
18 A | understand. No.
19 The alert was configured if a core
20 was at 90 percent utilization for a certain
21 time period. | think it was set for
22 two hours.
23 BY MR HILL:
24 Q GCkay. Did you discuss with Linode how many
25 of these alerts had been sent to BRC during
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1 the history of its relationship with Linode?

2 MR. CHESTER: (Object to the form

3 A. | did not ask that question, but | did speak

4 to them about another alert that BRC had

5 recei ved.

6 BY MR HILL:

7 Q Is that discussed in the report?

8 A.  Yes.

9 Q Ckay. Wat alert are you referring to?

10 A There was a second alert that Linode sent to
11 BRC -- if you give ne a second, | can find
12 it. It's the 800 -- page 10.

13 Q Yes. Gay. Go ahead.

14 A So | asked them about that as well, about

15 the 800 percent, howis it possible to be at
16 800 percent CPU usage, and he said, Wll,

17 agai n, each individual core has 100 percent.
18 So that's how you conme up with 800 -- or, in
19 this case, 801.

20 Q Ckay. Do you know what was responsi ble for
21 triggering the warning e-mail in 2018 that
22 referenced the 801.1 percent CPU usage?

23 MR. CHESTER: (bject to the form
24 A | don't have firsthand know edge, but |'ve
25 read the materials in the case, so | do
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1 know.
2 BY MR HILL:
3 Q So what was that?
4 A Arepresentative of BRC, | think it was
5 Kronz, but I'mnot certain, said that this
6 800 percent was a real hacking attenpt, they
7 were really being hacked, and that's what
8 resulted in this.
9 Q Okay. Are there any other, and |I'mjust
10 going to call these Linode alert e-mails, so
11 t hat we understand what we're tal ki ng about
12 here. Are there any other Linode alert
13 e-mails, other than the two that are
14 referenced on page 10 of your report, that
15 you are famliar with based on your review
16 of the file in this case?
17 A | think that's all.
18 Q Ckay. \What happened -- what is your
19 under st andi ng of what happened once BRC
20 recei ved the Septenber 15, 2014, Linode
21 alert e-mail ?
22 MR. CHESTER: (nbject to the form
23 A I'msorry. |Is that the 101 percent
24 notification?
25 BY MR HILL:
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1 Q Correct. Correct.
2 A And you're asking --
3 THE WTNESS: |'msorry, could you
4 repeat the question?
5 (Wher eupon, the requested portion of
6 the record was read back by the
7 Reporter.)
8 A M understanding is that that nessage was
9 received by M. Dispain, and I'mnot sure if
10 M. Kronz was copied on it or not. |
11 bel i eve Di spain sent subsequent e-mails
12 saying, Hey, | just got this e-nmail, I'm
13 going to look into it.
14 And then reading, | think it was
15 either Dispain's testinony or Kronz's
16 testinony, it sounded |like they were trying
17 to figure out, okay, what's happening, |I'm
18 seeing all of these requests comng in, they
19 attenpted to block those requests, initially
20 t hey were unsuccessful, and then they
21 decided to recode the page and that
22 | nadvertently took down their site until
23 they could figure out another solution, and
24 then the website cane back up.
25 Q Ckay. Fromyour review of the materials in
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1 this case, what was M. Pederson's objective
2 wth respect to the deploynent of his data
3 coll ection progranf
4 MR. CHESTER: (Object to the form
5 A \Wat was his intention?
6 BY MR HILL:
7 Q \VWhat was his objective?
8 A Oh, his objective.
9 | think the objective was to
10 collect the nenber information from BRC s
11 websi t e.
12 Q How rmuch of the nenber infornmation was he
13 able to collect before the shutdown of the
14 BRC website?
15 MR. CHESTER: (nbject to the form
16 A. I've read conflicting coments about that.
17 | know that M. Pederson thought he
18 got all of it. | don't think that that's
19 the case. | think that BRC was in a better
20 position to determ ne how much he was abl e
21 to collect.
22 | read a figure, | think it was
23 31 percent.
24 BY MR HILL:
25 Q Now, in your report on page -- where is
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1 It? -- page 9, you reference, in heading E,
2 you reference BRC did not inplenent a
3 firewall/intrusion detection
4 systenm i ntrusi on prevention system
5 Do you see that?
6 A.  Yes.
7 Q Wihat is your basis for concluding that BRC
8 did not have a firewall intrusion detection
9 system or intrusion prevention system as
10 you say in the first sentence below this
11 headi ng?
12 Let me break it down for you.
13 Did anyone testify that there was
14 no firewall, no intrusion detection system
15 or no intrusion prevention system to the
16 best of your know edge?
17 A If I recall, | thought | read in
18 M. Garfinkel's report that he had comment ed
19 that there were no firewall |ogs, but I
20 can't point you to the pages, just ny
21 recol l ection.
22 Q GCkay. | think I know what you're talking
23 about .
24 He reproduced -- he created a
25 di agram of the network, and he was not
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23
24 Q
25

i ncluding firewalls was what he said in the
report.

Ckay.

He was not including firewalls or other

m ddl ewar e appliances or anythi ng of that
nature. He was just showi ng certain key
conponents of the diagram

Ckay.

And he was intentionally excluding those
types of things was what he said in his
report.

So let's just set that aside for a
second.

Did any fact w tness, any person
know edgeabl e about BRC s conputer
architecture, testify in this case that BRC
did not inplenent a firewall, an intrusion
detection systemor an intrusion prevention
syst enf?

Agai n, setting aside M. Grfinkel's --
Correct.

| thought | read sonmething in the deposition
of a BRC representative. | don't recall.
You agree with ne that there are -- your

report is rife with citations to deposition
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1 testinony in support of certain statenents
2 that you nmake in the report, correct?
3 MR. CHESTER: (Object to the form
4 Argunent ati ve.
5 MR HLL: I'mnot trying to be
6 argunentative.
7 BY MR HILL:
8 Q R fe was not neant in a derogatory neaning.
9 | was actually conplinenting you on your
10 citation, because on every page of the
11 report | can see citations to different
12 W t ness's depositions and page nunbers,
13 right?
14 A Yes, sir.
15 Q But on this particular statenent, there is
16 no such citation to any witness testinony;
17 isn't that correct?
18 A There is not.
19 Q GCkay. And you cite, on the next sentence,
20 you cite M. Pederson's deposition at page
21 93. Do you see that?
22 A Yes.
23 Q But there's no reason why M. Pederson woul d
24 know anyt hi ng about the internals of BRC s
25 conputer architecture, unless he actually
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1 had seen it or tal ked to sonebody at BRC
2 about it; isn't that correct?
3 A That's correct.
4 Q GOkay. So circling back to where we are on
5 t his.
6 Am | correct that you think, as you
7 sit here, that you may have read it in one
8 of the BRC wi tness depositions, that there
9 was no firewall or intrusion detection
10 system or intrusion prevention systenf
11 A That's ny recollection.
12 And the testinony was di scussing
13 the response to the Linode e-nmail, but as |
14 sit here tal king about, okay, we have to
15 shut this down, | just don't specifically
16 recal | .
17 Q Now, when you say intrusion detection system
18 I n connection with your opinion here, is an
19 i ntrusion detection systemdifferent from
20 what we were discussing this norning, the
21 appliances of Palo Alto or Fire Eye?
22 A. You know, | said firewall intrusion
23 detection/intrusion prevention. | wanted to
24 cast that w de net.
25 G ven what | believe to be the size
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1 of Building Reports, | don't know that |
2 woul d recommend a Fire Eye, but a solution
3 along those lines is what | had in m nd when
4 | wote this sentence.
5 Q Ckay. But you didn't have a specific system
6 In mnd when you wote this; is that
7 correct?
8 A. Not really. | nean, | was really thinking
9 of a properly managed firewall.
10 If you're seeing these incomng
11 requests, and you wanted to stop them you
12 know, | thought that any firewall could help
13 you shut that down, but | wasn't thinking of
14 anyt hi ng specific.
15 Q Wiat would -- well, | nean, you said
16 properly managed firewall, which causes ne
17 to ask -- have another question, which is:
18 Are nost commercial firewalls, do they have
19 user configureable paraneters or settings?
20 MR. CHESTER: (bject to the form
21 A, Yes.
22 BY MR HILL:
23 Q GCkay. Wuld you agree with ne that how
24 t hose configuration paraneters are set is at
25 the di scretion of whoever the inplenenting
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1 chief information officer, chief technol ogy
2 officer, or other chief security officer at
3 t he conpany, who is doing the installation?
4 A.  Yeah, yes.
5 MR. CHESTER: (bject to the form
6 BY MR HILL:
7 Q Are you prepared to testify in this case
8 that there was a particular configuration of
9 a firewall that needed to exist at BRC in
10 order for it to be a reasonable security
11 precaution for BRC?
12 MR. CHESTER. (bject to the form
13 A. A specific configuration?

14 BY MR HILL:
15 Q Right.

16 A No.

17 Q Ckay.

18 A Wiat | would opine onis if they had this

19 type of a device in place, it would have

20 been very easy to turn off Pederson's access
21 to the |locator feature, but | have no

22 opinion as to what that would | ook |ike or
23 how it woul d be confi gured.

24 It would essentially have given

25 Dispain a swtch to turn Pederson off.
www.huseby.com Huseby, Inc. Regional Centers 800-333-2082

Charlotte ~ Atlanta ~ Washington, DC ~ New York ~ Houston ~ San Francisco


http://www.huseby.com

Case 1:17-cv-03140-SDG Document 150 Filed 07/12/19 Page 197 of 277

BUILDINGREPORTS.COM, INC. vsHONEYWELL INTERNATIONAL, INC.

Mark T. Lanterman on 06/06/2019 Page 197
1 Q Are you famliar with the term|P bl ack
2 listing?
3 A.  Yes.
4 Q Is that what you're tal ki ng about
5 essentially here?
6 MR. CHESTER: (Object to the form
7 A.  Yeah -- well, that is what woul d happen once
8 you shut that | P down, you would then bl ock
9 t hat forever.
10 MR HLL: Let's just call this a
11 br eak.
12 VI DEOGRAPHER: We are going off the
13 record at 3:29 p.m
14 (Wher eupon, a recess was taken.)
15 VI DEOGRAPHER: We are back on the
16 report at 3:39 p.m
17 BY MR HILL:
18 Q Back on the record after a short break.
19 Goi ng back to your opinion relating
20 to the fact that BRC did not inplenent
21 additional rate-limting controls at the
22 ti me Pederson executed his program
23 Is there any industry literature
24 that you reviewed relating to rate-limting
25 controls as part of the work that you did in
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1 this case?
2 A.  No.
3 Q Ckay. Have you ever reviewed any literature
4 t hat addressed one way or the other how easy
5 it is to circunvent rate limting controls
6 when they' re depl oyed?
7 A. Have | read any literature about that?
8 Q Yes.
9 A l've read a fewonline articles, yes.
10 Q Ckay. Wat do the articles that you've read
11 say?
12 A Just that it's possible and there were
13 t echni ques and applications avail abl e out
14 there to do that.
15 Q Wien did you encounter these material s?
16 A Along tine ago. Not in relation to this
17 case.
18 Q GCkay. Wuld you say it was before 20147
19 A Probably after 2014.
20 Q Ckay. Wat materials, if you can recall,
21 what the source of the material was, what
22 websites you were | ooking at?
23 A | don't recall the source. | try to stay on
24 top of certain topics, and it would have
25 been an article that got ny attention. |
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1 don't renenber where or all of the details
2 of the article.
3 Q Ckay. Let ne ask you another question: Can
4 rate limting controls be used to prevent
5 deni al of service or distributed denial of
6 service attacks?
7 MR. CHESTER: (bject to the form
8 A | think it's two separate things. Muybe it
9 woul d hel p prevent a perceived denial of
10 attack, but not really. | think that
11 they're two separate things.
12 BY MR HILL:
13 Q Okay. You expressed an opinion that BRC did
14 not inplenment a user nane password or
15 credentialing nechanismto prevent access,
16 and this is the access to the nmenber | ocator
17 feature specifically, right?
18 A.  Yes.
19 Q For public-facing -- well, do you understand
20 t hat what BRC was essentially trying to do
21 was they were trying to nove fromtaking
22 phone calls asking for a nenber conpany in
23 sonebody's given area, to being able to
24 all ow people to help thensel ves through the
25 menber | ocator feature?
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1 A Yes.
2 Q GCkay. So if I'munderstandi ng your opinion
3 correctly with regard to the user nane
4 password, if | live in Mnneapolis, and I
5 want to know a BRC nenber conpany who is in
6 this area that | can use for doing Building
7 Reports related service, | would need to go
8 to the BRC website and sign up for a user
9 nanme and basically an account, right?
10 A Yes.
11 Q That's what you' re saying?
12 A.  Yes.
13 Q So | do have that correct.
14 And I'mjust playing this out in ny
15 m nd, assum ng BRC had that feature of
16 allowing a potential -- you know, sonebody
17 who is desirous of Building Reports' related
18 services to -- what M. Pederson woul d have
19 needed to do was basically sign up, give his
20 user nane, input his password, and then he
21 woul d be able to use the nenber | ocator
22 feature, correct?
23 MR. CHESTER: (bject to the form
24 A Depending on how the web page was witten,
25 he woul d or naybe he woul dn't be able to do
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1 t hat .
2 BY MR HILL:
3 Q Ckay. Do you address that issue one way or
4 the other in the report that you did in this
5 case?
6 MR. CHESTER: (Object to the form
7 A.  No.
8 BY MR HILL:
9 Q The next point -- the next point that you
10 make is BRC did not have a terns of service
11 that presented the user with acceptable use
12 or access policies.
13 Did you see any evidence in the |og
14 files fromthe marketing website, or any
15 ot her BRC website, that M. Pederson
16 actually checked on the terns of service?
17 MR. CHESTER. (bject to the form
18 A There were no terns of service available at
19 the tinme that M. Pederson collected this
20 dat a.
21 According to the archive.org, the
22 terns of service that now appears to be on
23 the bottom of every single page, went into
24 effect, | believe, shortly after this
25 litigation.
www.huseby.com Huseby, Inc. Regional Centers 800-333-2082

Charlotte ~ Atlanta ~ Washington, DC ~ New York ~ Houston ~ San Francisco


http://www.huseby.com

Case 1:17-cv-03140-SDG Document 150 Filed 07/12/19 Page 202 of 277

BUILDINGREPORTS.COM, INC. vsHONEYWELL INTERNATIONAL, INC.

Mark T. Lanterman on 06/06/2019 Page 202

1 BY MR HILL:

2 Q Ckay.

3 A If you go back to 2014, | think, there was

4 not hing for Pederson to | ook at.

5 Q Is there any literature in the cyber

6 security industry that addresses how

7 effective terns of service are in preventing

8 a determ ned attacker fromcarrying out an

9 attack?

10 A | doubt it.

11 You know, if you have soneone t hat
12 Is not going to follow the rules, you know,
13 they're going to do what they're going to

14 do. [It's like posting a sign at church,

15 saying no guns allowed, well, nost of us

16 w ll respect that; sone of us won't.

17 But the reason | included it here
18 is if I have expectations, if |I'msharing

19 i nformation with you, you want to contract
20 wth vendors that are installing ny

21 products, | want to give you sone gui dance
22 as to what our expectations are wth respect
23 to the data we give.

24 So | think that there shoul d have
25 been terns of service, because if the
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1 terns -- assumng the terns addressed the
2 collection of data, | would believe that
3 Peder son shoul d have had an obligation to
4 follow the wishes of BRC, if those terns
5 were present and addressed what Pederson was
6 attenpting to do.
7 Q GCkay. I'mtrying to see howthis falls in
8 t he grand schene of things.
9 You' re not saying, are you, that
10 you need to say, in terns of service, don't
11 I nject a Trojan horse into ny conputer
12 syst enf?
13 MR. CHESTER: (bject to the form
14 BY MR HILL:
15 Q Do you need to say that?
16 A.  No.
17 Q GCkay. Do you need to say, Don't carry out
18 an SQL injection attack and put data into ny
19 SQL dat abase?
20 A. No. | don't think ternms of service are
21 I ntended to tell you, Please, don't commt a
22 f el ony agai nst ne.
23 Q GCkay. Al right. Fair enough.
24 And you have -- |'ve seen, |l
25 represent to you, |'ve seen your e-nai
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1 shown on certain websites, | think it may
2 have been one of the universities that you
3 are an adjunct faculty at, it lists your
4 Conput er Forensic Services' e-mail address,
5 right?
6 A kay.
7 Q Wien you e-mail -- so you have a Conputer
8 Forensic Services' e-mail address, correct?
9 A.  Yes, correct.
10 Q Wen you send e-mail fromthat address, do
11 you have a statenent under your signature
12 that says, | amnot authorizing you to send
13 me a phishing e-mail in response to this
14 e-mail ?
15 A No.
16 Q Ckay. Do you make any kind of statenent in
17 your e-mail when you are e-mailing with
18 ot her people that you're not authorized to
19 provide links to malware in e-nail that you
20 send to ne?
21 A No.
22 If | could clarify. Wat |I'm
23 attenpting to say in ny report is on ny web
24 page, let's say if | have sonet hing of
25 value, | wote a white paper, and you want
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1 it, I would include terns of service saying,
2 Hey, you know, you can quote fromthis if
3 you want, but just give ne a little bit of
4 credit.
5 Li ke, I would want to set
6 expectations between us, you're a visitor to
7 ny website, and here's what | expect. So
8 that's what | neant by terns of service.
9 Q It's really about setting user expectations?
10 A.  User expectations.
11 It's not, Hey, please don't attack
12 nme, because you shouldn't anyway. It's,
13 Let's establish our relationship, here are
14 nmy expectations -- you know, it's like
15 dealing with a new puppy. Hey, puppy, here
16 are nmy expectations.
17 Q Mst of what | classically think of as terns
18 of service for a website, is, like, you
19 scroll all the way down to the end of a hone
20 page, at the very bottom and you've got
21 little bitty links, and one of themis,
22 |i ke, terns of service, and you'd actually
23 have to scroll all the way down, click, and
24 then pull up an entirely different web page,
25 right?
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1 A.  Yeah --
2 Q Ckay. Go ahead and tell nme what your
3 t houghts are --
4 A | agree with you that's how terns of service
5 typically are presented.
6 But ny point is: Because |'ve read
7 that basically this conpilation of nenber
8 data is the life blood of BRC, and if that's
9 true, then there are things that could have
10 been done to better protect that
11 I nf ormati on.
12 You know, | think it's different,
13 you know, if | have a little termof service
14 because | give you a white paper, but if |
15 gi ve you the source code for every single
16 application |I've ever witten, I'mgoing to
17 make the terns of service a little nore
18 prom nent .
19 So | can't reconcile if this data
20 Is the life blood of an organization, and
21 yet we're just going to put it on our
22 websi te.
23 If that was inportant, | think
24 they -- ny opinion, | think they, in their
25 ternms, they should have said, Hey, you can
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1 use this, but only if you are a potenti al
2 client |ooking to hire one of these.
3 Li ke, just set sone expectations,
4 and then if Pederson abuses that, well,
5 shame on him and then you do what you got
6 to do, but I just think that if | were
7 wor king for you, | would have advi sed BRC,
8 you probably shoul d have done these things.
9 Q Make a clear statenent that we expect if
10 you're going to use this that you're
11 | egitimately | ooking for one of our nenbers?
12 A Right.
13 Q And confine the search that you nake to
14 | ooking for a service nenber in your area?
15 Sonet hing |ike that?
16 MR. CHESTER: (nbject to the form
17 A Yeah. Again, it's like posting a sign at
18 church, no guns all owed here.
19 Q Ckay.
20 MR HLL: | don't have any ot her
21 questions. Thank you for your tine today.
22 THE WTNESS: Geat. It was good
23 to neet you.
24 MR. CHESTER: Read and si gn.
25 VI DEOGRAPHER: We are going off the
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record at 3:53 p. m

(Wher eupon, at 3:53 p.m, Thursday,
June 6, 2019, the taking of the

1
2
3
4
5 deposition of Mark Lanternan was
6 adj our ned.)

7

8

9
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1 ERRATA SHEET
2 Pursuant to Rule 30(7)(e) of the Federal Rules of
3 civil Procedure and/or N C. Code Annotated
4  81A-130(B)(6)(e) any changes in form or substance
5 which you desire to make to your deposition testinony
6 shall be entered upon the deposition wth a statenent
7 of the reasons given for naking them
8 To assist you in making any such corrections,
9 please use the formbelow. |If supplenmental or
10 additional pages are necessary, please furnish sane
11 and attach themto this errata sheet.
12
13 % %
14 |, the undersigned, Mark T. Lanterman, do hereby
15 certify that | have read the foregoing deposition,
16 and that to the best of nmy know edge, said deposition
17 is true and accurate (wth the exception of the
18 following corrections listed bel ow).
19
20
21 Page Line shoul d read:
22  Reason for change:
23 Page Line shoul d read:
24  Reason for change:
25 Page Line shoul d read:
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Reason for change:

Page Li ne shoul d read:

Page Li ne shoul d read:

Page Li ne shoul d read:

Page Li ne shoul d read:

10 Page Line shoul d read:
11 Reason for change

12 Page Line shoul d read:
13 Reason for change

14 Page Line shoul d read:
15 Reason for change

16 Page Line shoul d read:
17 Reason for change

18 Page Line shoul d read:
19 Reason for change

20 Page Line shoul d read:
21 Reason for change

22 Page Line shoul d read:
23  Reason for change:

24

25
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1  STATE OF M NNESCTA )
) SS
COUNTY OF HENNEPIN )

N

Be it known that | took the deposition of
4 MARK T. LANTERVAN on the 6th day of June, 2019 at
M nneapol i s, M nnesot a;

o O1

That | was then and there a Notary Public in and
for the County of Hennepin, State of M nnesota, and
7 that by virtue thereof, | was duly authorized to
adm ni ster an oat h;

O 00

That the witness before testifying was by ne
first duly sworn to testify the whole truth and
10 nothing but the truth relative to said cause;
11

That the testinony of said witness was recorded

12 in Stenotype by nyself and transcribed into

typewiting under nmy direction, and that the
13 deposition is a true record of the testinony given by
the witness to the best of ny ability;

14

15 That | amnot related to any of the parties
hereto nor interested in the outconme of the action;

16

17 That the reading and signing of the deposition by

the witness was executed as evi denced by the
18 precedi ng page;

19
That Notice of Filing was wai ved.
20
21 W TNESS My HAND AND SEAL THI'S 13TH day of
June, 2019. y _
22 —fyii{;;,z/? / C:}/*\JJ{_EQX\QW
23 b
Kelly L. Hemsath, RPR
24 Court Reporter
25
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