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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF DELAWARE

MHL CUSTOM, INC,,
Plaintiff,
V.
C.A. No.: 21-CV-0091
WAYDOO USA, INC. AND SHENZHEN Judge Richard G. Andrews
WAYDOO INTELLIGENCE
TECHNOLOGY CO., LTD., This declaration has been marked
“Attorney’s Eyes Only” because it
Defendant. references documents marked as such

DECLARATION OF MARK LANTERMAN

1. My name is Mark Lanterman.! I am the Chief Technology Officer of
Computer Forensic Services (“CFS”) located in Minneapolis, Minnesota. I was retained
by counsel for Defendants in this action on January 11, 2022.

2. I offer this declaration to discuss the electronic evidence related to a PDF
document entitled “Slutrapport Evolo.” (“Evolo Report”). I understand that this
document is a report about the Evolo project, a personal hydrofoil watercraft. (See
Kuttenkeuler Decl.  4). In summary, and consistent with opinions supported in greater
detail in this declaration, the Evolo report was created in 2009, was first published to the
Internet no later than _, remained publicly available on the Internet after

that date, and was subsequently accessed on multiple occasions by Internet users.

1 Exhibit 1 to this Declaration contains my curriculum vitae, including a list of cases in
which I have testified in the last four years, as well as a list of articles I have written for
a number of publications throughout the past 10 years. CFS is compensated at rates
ranging from $325 to $625 per hour for my work, depending upon the requested task.
CFS’s compensation is not dependent upon the outcome of this case.



Case 1:21-cv-00091-RGA-MPT Document 87-13

L. Background

3. CFS specializes in the analysis of digital evidence in civil and criminal
litigation. I have over 30 years of experience in computer forensics and cybersecurity.
Prior to joining CFS, I was a sworn investigator for the United States Secret Service
Electronic Crimes Task Force and acted as its senior computer forensic analyst.

4. I am certified by the United States Department of Homeland Security as a
“Seized Computer Evidence Recovery Specialist,” as well as certified in computer
forensics by the National White-Collar Crime Center. Both federal and state court
judges have appointed me as a neutral computer forensic analyst or special master.

5. I graduated from Upsala College with both a Bachelor of Science and a
Master’s degree in computer science. I completed my post graduate work in cyber
security at Harvard University.

6. I am currently adjunct faculty of computer science for the University of
Minnesota Technological Leadership Institute’s Master of Science and Security
Technologies program (MSST). I am faculty at Hamline University and a professor of
cybersecurity at the University of St. Thomas School of Law. I am also faculty for the
National Judicial College in Reno, Nevada and the Federal Judicial Center in
Washington, D.C.

7. I have previously provided training or delivered keynote addresses for
the United States Supreme Court; the Eleventh Circuit Federal Judicial Conference; the
Eighth Circuit Federal Judicial Conference; the Southern District of Georgia; the

Western District of Tennessee; and several state judicial conferences. I delivered the
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keynote address at the Chief Justices” Conference in Newport, Rhode Island and at
Georgetown Law School’s advanced e-discovery conference.

8. I was appointed by the Minnesota Supreme Court to serve as a member of
Minnesota’s Lawyers Professional Responsibility Board (“LPRB”). I currently serve on
the LPRB’s Rules and Opinion Committee.

9. I am a co-author of the Minnesota State Bar’s e-Discovery Deskbook, and I
also write monthly articles for Minnesota Bench & Bar magazine.

10. CFS is the exclusive, contracted computer forensic service provider for the
Hennepin County Sheriff’s Office (the county that encompasses Minneapolis) and the
Metropolitan Airports Commission, also known as the Minneapolis/Saint Paul
International Airport. CFS is also partnered with the U.S. Secret Service to assist with its
electronic investigations.

II. Materials provided

11.  Iam familiar with the general factual and procedural history of this
action. Defendants’ counsel has provided the following documents to me, as they are
germane to the public availability of the Evolo report:

a. The original complaint, dated January 27, 2021;

b. The URL, “http://flygmac? flyg.kth.se/cdio/old_projects/evolo/
Evolo_slutrapport.pdf.” and the PDF file to which it directs;

c. The Declaration of Jakob Kuttenkeuler, dated December 3, 2021;

d. Logs associated with the webserver that hosted the document
(http:/ /flygmac7 flyg.kth.se/cdio/old_projects/evolo). (See also
Kuttenkeuler Decl. 9 10);

e. A true and correct copy of responsive information provided by Google,
Inc. (See Business Record Certification of Google, Inc., pursuant to Fed. R.
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Evid. 902(11)). These documents disclose “[...] records pertaining to URL
Crawl date and First Seen date for the following URLs:

http:/ /flygmac? flyg.kth.se/cdio/old_projects/evolo/ and

http:/ /flygmac7 flyg.kth.se/cdio/old_projects/evolo/
Evolo_slutrapport.pdf.”?

12.  The above-listed documents are incorporated by reference. I respectfully
reserve the right to supplement or amend this declaration if additional information is
provided to me.

III. The Evolo Report was created in 2009.

13. Electronic documents, like the Evolo Report, often contain embedded
information that relates to or is about the file or its creation. In addition to the
substantive content on the face of the document, there may be computer-generated
information (metadata) related to the document that is not necessarily visible on the
document’s face.

14.  For example, metadata may include the dates associated with the file (e.g.,
the date it was created, modified, and/or printed), the name of the individual who
created the document, and the application or program that was used to create it. This
information is embedded into the file itself.

15.  In the case of PDF documents, metadata can be observed by reviewing the
“Properties” of the file. Figure 1 below is a true and correct representation of the

“Properties” (metadata of the Evolo Report).

2 I note that these documents have been marked “Highly Confidential; Attorney’s Eyes
Only.”
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Figure 1

16.  The “Author” field of a PDF is usually populated with the name of the
computer user account (or the designated licensee name) that was used to create a PDF
file. Here, the Evolo Report’s metadata discloses that “Erik” was designated as the
Author (See, generally, Evolo Report referencing “Erik Jerilgard”).

17.  The “created” time of a PDF is generally representative of the date that the
file was generated. The “modified” time of a PDF is the last time that an alteration was
made to the file. The Evolo Report’s metadata discloses that it was both created and last
modified on May 14, 2009, at precisely the same time.

18.  Moreover, the “Application” field discloses the path of the application or
program that was used to generate the PDF file. The Evolo Report was generated using

Microsoft Word.3 I note that, specifically, the Evolo Report was generated using the

3 This is further supported by the Evolo Report’s “Title” field (“Microsoft Word -
SlutgiltigDesign”), which in most circumstances records the name of the original
document from which the PDF document is derived.
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twelfth version of Microsoft Office, which is also referred to as Microsoft Office 2007
and was available in 2009.

19.  There is no information available within the Evolo Report to indicate that
the file’s properties were altered. The Evolo Report’s metadata indicates that it was
created on May 14, 2009, from a Microsoft Word document, by a user designated as
“Erik,” and that it has not been changed or modified since its creation. (See
Kuttenkeuler Decl. § 20, “The publicly available metadata for [...] the final Evolo report
[has] not been modified since 2009.”). The matching created and modified timestamps
indicate that after the Evolo Report was created, it was not modified.

IV. The Evolo Report was made publicly available on the Internet, shortly after
it was created in 2009.

20.  Google maintains information about the websites it encounters and
presents as Google search results.* I have reviewed information provided by Google
related to the following web addresses:

a. http://flygmac? flyg kth.se/cdio/old_projects/evolo/

b. http://flygmac? .flyg.kth.se/cdio/old_projects/evolo/
Evolo_slutrapport.pdf.

21.  For each of these web addresses, Google disclosed two (2) dates: 1) the
date that that location was “first seen” and 2) the date that the webpage was “crawled”.

The “tirst seen” date represents when Google’s services encountered the webpage on

4 See “In-depth guide to how Google Search works”, available at:

https:/ /developers.google.com/search/docs/advanced/ guidelines/how-search-
works, last accessed: August 3, 2022, “Google Search is a fully-automated search engine
that uses software known as web crawlers that explore the web regularly to find pages
to add to our index.”



the Internet. In contrast, the first crawled date is generally used to refer to the date that
the webpage’s content was indexed. (See “In-depth guide to how Google Search works”,
available at: https:/ /developers.google.com/search/docs/advanced/ guidelines/how-
search-works, last accessed: August 3, 2022, “There isn't a central registry of all web
pages, so Google must constantly look for new and updated pages and add them to its
list of known pages. This process is called "URL discovery" [first seen]. Once Google
discovers a page's URL, it may visit (or "crawl") the page to find out what's on it.”)

22.  Asananalogy, the “first seen” date is like the date that a letter is received.
The “first crawled” date is when the letter is opened.

23.  The webpage at the address

http:/ /flygmac? flyg.kth.se/cdio/old_projects/evolo/ contains information about the

Evolo project and contains a link to the Evolo Report. _

24. The Evolo Report, at the web address

http:/ /flygmac? flyg.kth.se/cdio/old_projects/evolo/ Evolo_slutrapport.pdf, -

\1 ‘



25.  Therefore, information provided by Google about the service’s

interactions with the Evolo project webpage and the Evolo Report indicate that both

were publicly available on the Internet no later than _, respectively.

26.  The Evolo Report would have been included in the results of an

appropriate Google search no later than _ The Evolo project webpage

would have been included in the results of an appropriate Google search no later than

V. Logs from the webserver where the Evolo Report was hosted further
establish that the Evolo Report was publicly available on the Internet
before October 2013, and was affirmatively accessed by Internet users.

27. A webserver is a computer that is used to store a webpage and run
software that makes the webpage available on the Internet. In most cases, web servers
generate and maintain logs. The logs are used to record Internet users” interactions with
the webpage, and the performance of the webserver, including any errors.

28.  Asnoted above, I received the webserver logs that were collected by
Professor Kuttenkeuler. (See supra. § 11, see also Kuttenkeuler Decl. q 10).

29.

30.  Thelog recorded activity with the webserver between _

00 |



31. I observed successful activity between the webserver and Internet users

on each calendar day frorm [

32.  Inorder to identify logged entries related to the Evolo Report, I used the

location and filename of the Evolo Report. As an example, _

Table 1

> A “GET” command is simply a request to obtain data from a server.



34.  For each of the successful requests for the Evolo Report, the amount of
data that was returned to the requestor was 37,044,780 bytes. This data volume, listed in
the log, matches to-the-byte, the size of the Evolo Report PDF file. Figure 2 is a
screenshot of the file size reported in the Evolo Report’s properties. (Compare with supra.

Table 1).

Figure 2

35. Because the size of the Evolo Report is the same, to-the-byte, as the
volume of data returned in the webserver logs, it indicates the strong likelihood that the
tile has not been modified since it was made publicly available.

36.

37.

VI. Summary
38.  In summary, it is my opinion that:

a. The Evolo Report was created in 2009;

10
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Mark Lanterman
Chief Technology Officer

Professional Biography

Mark has over 25 years of experience in digital forensics, e-discovery, and
has provided education and training to a variety of audiences. Prior to
founding Computer Forensic Services in 1998, Mark was a sworn law
enforcement investigator with the United States Secret Service Electronic
Crimes Task Force. Both federal and state court judges have appointed
Mark as a neutral computer forensic analyst.

Mark is a member of the Minnesota Lawyers Professional Responsibility
Board and serves as Chairperson of its Opinion Committee.

Mark frequently provides training within the legal community, including
presentations for the United States Supreme Court, Georgetown Law
School, the 11th Circuit Federal Judicial Conference, the 8th Circuit Federal
Judicial Conference, the American Bar Association, the Federal Bar
Association, and the Department of Homeland Security, among others.

As a member of its faculty, Mark has presented to the entire Federal
Judiciary through the Federal Judicial Center. Mark is faculty at the
National Judicial College, Mitchell Hamline School of Law, and is an
adjunct instructor in the University of Minnesota’s MSci Security
Technologies program. Mark is also a professor at the Saint Thomas
School of Law.

Mark provides frequent commentary about cyber security issues for national

print and broadcast media, including ABC, Bloomberg, BusinessWeek, CBS, Fox
News, NBC, The New York Times, NPR, and the Wall Street Journal.

Education and Certifications
Upsala College - B.S. Computer Science; M.S. Computer Science

Harvard University - Cybersecurity

Department of Homeland Security - Federal Law Enforcement Training Center
Seized Computer Evidence Recovery Specialist

National White-Collar Crime Center - Advanced Computer Forensics

Publications
Co-author of the E-Discovery and Forensic Desk Book

Regular columnist for Bench & Bar magazine
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Still on the defensive, More on the Missouri website vulnerability investigation,
April 2022

What we can already learn from the Cyber Safety Review Board, March 2022

The Log4j vulnerability is rocking the cybersecurity world. Here’s why.,
January/February 2022

On the defensive: Responding to security suggestions, December 2021
Go fish? Proportionality revisited, November 2021

Mailbag: Cybersecurity Q+A, October 2021

The NSA advisory on brute force attacks, September 2021

Security is a team game, August 2021

Improving national cybersecurity, July 2021

Apple’s new iOS strikes a blow for data privacy, May/June 2021
Geofence warrants, The battle is just beginning, April 2021
Ransomware and federal sanctions, March 2021

The SolarWinds breach and third-party vendor security, February 2021
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Considerations in cloud security, January 2021

Deciding when to use technology-assisted review, December 2020

How to avoid an old scam with a new twist, November 2020

Your back-to-school tech brush-up, October 2020

The Twitter breach and the dangers of social engineering, September 2020
Cyber risk: Is your data retention policy helping or hurting?, August 2020
Cyber riots and hacktivism, July 2020

Working from home and protecting client data, May/June 2020
Cybersecurity in pandemic times, April 2020

Business continuity and coronavirus planning, March 2020

Doxxing made easy: social media, March 2020

Taking responsibility for your cybersecurity, February 2020

Beyond compliance: Effective security training, January 2020

Doxxing redux: The trouble with opting out, December 2019
Proportionality and digital evidence, November 2019

Al and its impact on law firm cybersecurity, October 2019

Too secure? Encryption and law enforcement, September 2019

Security, convenience and medical devices, August 2019

Physical security should be part of your incident response plan, July 2019

“Papers and effects” in a digital age, pt I, May/June 2019



Security considerations for law firm data governance, April 2019
Third-party vendors and risk management, March 2019
The Marriott breach: four years?, February 2019

“Papers and effects” in a digital age, co-authored with Judge (Ret.) Rosenbaum,
January 2019 (Republished in The Computer & Internet Lawyer)

The Chinese spy chip scandal and supply chain security, December 2018
(Republished in The Computer & Internet Lawyer)

Don’t forget the inside threat, November 2018

Cyberattacks and the costs of reputational harm, October 2018
Fair elections and cybersecurity, September 2018

E-discovery vs. forensics: Analyzing digital evidence, August 2018
Social media and managing reputational risk, July 2018

Managing Cyber Risk: Is cyber liability insurance important for law firms?,
May/June 2018 (Republished in The Computer & Internet Lawyer)

Social engineering: How cybercriminals capitalize on urgency, April 2018
Stephen Allwine: When crime tries to cover its digital tracks, March 2018
Is the Internet of Things spying on you?, February 2018

#UberFail, January 2018

Ransomware: To pay or not to pay?, December 2017

How digital evidence supported gerrymandering claims, November 2017

Facial recognition technology brings security & privacy concerns, October 2017



Putting communication and clients first in digital forensic analysis, September
2017

Digital evidence: New authentication standards coming, August 2017

Your Personal Data — Or is it? Doxxing and online information resellers pose
threats to the legal community, May/June 2017

What You Don’t Know Can Hurt You: Computer Security for Lawyers, March 2014
Minnesota Lawyer

Phishing, vishing and smishing —oh, my!, January 2018
Equifax was unprepared for a data breach, September 2017
Cybersecurity and forensic application in cars, July 2017
Preventing ‘spear-phishing’ cyber attacks, May 2017

Opting out when private information goes public, March 2017
Are fingerprints keys or combinations?, February 2017

Digital Forensics and its role in data protection, February 2017
Acknowledge the security issues, December 2016

Modern life is driven by the internet of things, November 2016
Are medical devices vulnerable to hackers?, October 2016
Digital evidence as today’s DNA, September 2016

Colorado Lawyer

Is Emailing Confidential Information a Safe Practice for Attorneys?, July 2018
(Republished in The Journals & Law Reviews database on WESTLAW)



International Risk Management Institute, Inc. (IRMI)

Evolving Threats? Assess and Update Security Measures, June 2022

Cyber Security and the Russian Invasion of Ukraine, April 2022

Thoughts on the FBI Email Compromise—and Lessons Learned, January 2022
Ransomware, National Cyber Security, and the Private Sector, October 2021
Standardization Matters in Establishing a Strong Security Posture, June 2021
Third-Party Vendor Risk Management, March 2021

The Importance of (Remote) Security Culture in Mitigating Risks, December 2020

Security from Home: Continuing to Work and Learn Amid COVID-19, September
2020

Operational Risk Revisited in the Wake of COVID-19, June 2020
Cyber Threats and Accounting for Operational Risk, March 2020
Human Aspect of Incident Response Investigations, January 2020

The Impact of Digital Incompetency on Cyber-Security Initiatives, September
2019

Communication in Responding to Cyber Attacks and Data Breaches, June 2019
Cyber Security and Resilience, January 2019

Leadership in Developing Cultures of Security, September 2018

Real-Life Consequences in a Digital World: The Role of Social Media, July 2018
Some Thoughts on the Dark Web—and How it Affects You, March 2018

Personal Information and Social Media: What Not to Post, September 2017



Managing Doxxing-Related Cyber Threats, July 2017

Understand the Layers of Cyber-Security and What Data Needs Protecting,
March 2017

Learn about the Internet of Things: Connectivity, Data, and Privacy, January 2017
Assessing Risk and Cyber-Security, September 2016

SCCE The Compliance & Ethics Blog

The Components of Strong Cybersecurity Plans: Parts 1-5, 2017

Prevention Is the Best Medicine, August 2016

Lawyerist

Detection: The Middle Layer of Cybersecurity, April 2017

Don’t Be Too Hasty! What to Do When an Email Prompts You to Act Quickly,
February 2017

How to Avoid Spoofing, Spear Phishing, and Social Engineering Attacks, October
2016

Law Practice

The Dark Web, Cybersecurity and the Legal Community, July/August 2020
Captive International

COVID-19 and the importance of the cyber captive, April 2020

Attorney at Law Magazine

The Digital Challenges of COVID-19, June 2020

E-Discovery Deskbook
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Chapter Thirteen “Forensic Experts—When and How to Leverage the Talent” co-
authored with John M. Degan Briggs and Morgan, P.A.

The Complete Compliance and Ethics Manual 2022

Cybervigilance in Establishing Security Cultures





