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UNITED STATES DISTRICT COURT 
EASTERN DISTRICT OF MICHIGAN 

SOUTHERN DIVISION 

RYAN C. HENRY, individually and on behalf 
of all other similarly situated employees, 

Plaintiffs, 

V. 

QUICKEN LOANS, INC., a Michigan corporation, 

Civil Action No.: 04-CV-40346 

Honorable Paul V. Gadola 

Magistrate Judge Steven D. Pepe 

and DANIEL B. GILBERT, personally and individually, 

Defendants. 

Kathleen L. Bogas (P25164) 
EISENBERG & BOGAS, P.C. 
Attorneys for Plaintiff 
33 Bloomfield Hills Parkway, Ste. 145 
Bloomfield Hills, MI 48304-2945 
(248) 258-6080 

Donald H. Nichols, MN Bar No. 78978 
Paul J. Lukas, MN Bar No. 22084X 
Michele R. Fisher, MN Bar No. 303069 
Rachhana T. Srey, MN Bar No. 340133 
NICHOLS KASTER & ANDERSON, PLLP 
4600 IDS Center 
80 South Eighth Street 
Minneapolis, MN 55402 
(612) 256-3200 

Lawrence G. Campbell (Pl 1553) 
James B. Perry (P28027) 
Sheryl A. Laughren (P34697) 
DICKINSON WRIGHT PLLC 
500 Woodward A venue, Ste. 4000 
Detroit, MI 48226-3425 

Robert P. Davis 
Robert A. Varnell 
MA YER BROWN ROWE & MAW 
1909 K Street, NW 
Washington, DC 20006-110 I 
(202) 263-3000 

AFFIDAVIT OF MARK LANTERMAN 

STATE OF MINNESOTA) 
) ss. 

COUNTY OF HENNEPIN) 



Case 2:04-cv-40346-SJM-MJH   ECF No. 376-2, PageID.5298   Filed 01/16/07   Page 2 of 4

MARK LANTERMAN, being first duly sworn, deposes and says on oath as 

follows: 

1. My name is Mark Lanterman. I am the Chief Technology Officer for 

Computer Forensic Services, Inc. located in Minnetonka, Minnesota. Our firm specializes 

in the forensic examination of computer data in conjunction with law enforcement 

officials for investigative purposes, as well as law firms for litigation purposes. Prior to 

joining CFS, I was a criminal investigator with over eleven years oflaw enforcement 

experience. During my last three years in law enforcement I was assigned to the United 

States Secret Service Electronic Crimes Task Force as its senior computer forensic 

analyst. 

2. In connection with my current and former employment, I have supervised 

or participated in dozens of search warrant executions for digitally stored ( computerized) 

records and evidence. I am certified by the United States Department of Homeland 

Security as a "Seized Computer Evidence Recovery Specialist", as well as being certified 

in computer forensics by the National White Collar Crime Center. I have conducted 

seminars and training for the Minnesota State Bar Association, the International 

Association of Chiefs of Police, the Federal Bureau oflnvestigation, the New York State 

Bar and the Minnesota Institute for Legal Education. I am currently retained by the 

Honorable District Court Judge Patricia Kerr-Karasov as a neutral computer forensic 

analyst. 

3. I have read the Affidavit of Todd Lunsford, dated November 28, 2006. I 

have also read the transcript of Todd Lunsford's deposition, dated February 8, 2005. 
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4. Several of the assertions made by Mr. Lunsford in his affidavit are 

incorrect. 

5. I have received specialized computer forensic training from the 

Department of Homeland Security on the techniques needed to recover deleted e-mail 

data from Microsoft Exchange e-mail servers. 

6. Mr. Lunsford' s affidavit states that it is necessary to create separate server 

"environments" for each of the different versions of Microsoft Exchange used by 

Quicken Loans during the relevant time period. 

7. It is not necessary to create a Microsoft Exchange environment to recover 

and review data created and/or stored in Microsoft Exchange 5.5, Microsoft Exchange 

2000 or Microsoft Exchange 2003 format(s). I have personally recovered e-mail from 

Microsoft Exchange servers in over 50 criminal investigations and over 300 civil matters. 

Not once was it necessary for me to restore or create a Microsoft Exchange server 

environment. As such, Mr. Lunsford's cost estimates of $426,000 (Paragraph 3G)) and 

$860,000 (Paragraph 4(c)) are grossly exaggerated. 

8. It is apparent from his affidavit that Mr. Lunsford has neither the training 

nor the experience necessary to render a meaningful opinion on the topic of Microsoft 

Exchange e-mail recovery. 

9. Based upon my experience and training, this restoration and recovery 

project should cost significantly less than Mr. Lunsford believes 

10. It is important to understand that in addition to the production of the 'hard 

copy' of a document or file, there may be computer generated information (metadata) 

relating to the document which is not produced in the 'hard copy." For example, there 
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may be hidden text from earlier drafts in the computer file that does not appear in the 

printed paper version. Computer files also have system information that is not disclosed 

on the printed version, such as dates when documents were created, accessed or modified. 

Email may have file names, comments, distribution lists, date and times that only appear 

in the detail of the "header". 

11. It is also important to understand that when a user "deletes" files, ore-

mails, the data are not necessarily unrecoverable. Until the data are "overwritten" by 

another file or data, the "deleted" file/data is/are still subject to recovery. As such, it is 

essential to preserve all involved computer hard drives as soon as possible as deleted, but 

relevant, data may be overwritten and destroyed. 

12. Should any hard drive imaging be completed by someone not trained in 

digital evidence preservation, there is the risk of further spoliation. 

13. As explained above, it is extremely important that forensically sound 

images of the requested media be made immediately. 

Subscribed and sworn to before me 
this t<-"aay of January 2007. 

Notary. ublic - Minnesota 
My Commission Expires: ~I\ 

MARK W. LEDBETTER 
NOTARY PUBLIC· MINNESOTA 

My Commission Expires Jan. 31, 2011 

Af 
Mark Lanterman 


